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RECORD NO: 72
SERVICENOW ITSM

Record 72 of processing operation “ServiceNow ITSM”

Date of last update 11/6/24

Name and contact details of DPO Dataprotection [at] @enisa.europa.eu

ServiceNow Nederland B.V., Hoekenrode 3,1102 BR, Amsterdam Zuidoost, (THE
NETHERLANDS)

Sub-processors (in case of requested and authorised support) - Further information
are provided below in the section "Transfer to third countries":

Name and contact details of processor ServiceNow, Inc. (USA), ServiceNow Australia Pty Ltd (Australia), ServiceNow
Software Development India Private Limited (India), ServiceNow UK Ltd. (United
Kingdom). ServiceNow Ireland Limited (Ireland) and ServiceNow Japan K.K
(Japan) (collectively, "Sub-Processor Affiliates").

A master Subscription Service Agreement between ServiceNow and DIGIT is
available.

Description of data subjects All ENISA staff, including statutory staff, SNEs, interims,trainees and intra-muros.
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Time limits (for the erasure of data)

The retentions policy for the tickets varies depending on the nature of the tickets.

The incidents will be retained for 48 months in the system in order to have a record
of issues of each device for warranty proposes.

The requests will be held for 30 months for traceability; for example, user rights,
similar requests.

During both periods mentioned above, aggregated data will also used for statistic
proposes. After the corresponding period, the ticket/request will be deleted from the
system.

Comment and rating for the knowledge articles are deleted upon request from the
user.

When the user is removed from the system most connections with him/her are
removed, except in cases where data such as audit logs and history on the records
that cannot be removed from the system and remains visible only to system
administrators.

Transfers to third countries

Personal data may be transferred to ServiceNow affiliates in third countries when a
request for advanced technical support is made by ENISA platform administrators
to ServiceNow.

The personal data transferred and the ServiceNow affiliate involved would depend
on the nature of the technical issue. Access will be granted, upon ENISA IT
approval, via a dedicated account with the access rights needed and for a
predefined time period.

Any transfer of Personal Data outside the EU/EEA takes place in accordance with
Chapter V of the EUDPR or Chapter V of the GDPR. The data importer has
entered into standard data protection clauses, in accordance with Article 46(2)(c) of
GDPR.

Technical features such as access controls and database encryption are used to
limit the scope and protect the data.

Privacy statement

Available through the platform.
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