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To consolidate various 5G security controls in a single repository

Numerous sources of information

relevant to 5G security

Benefit to NRAs, telecom 

companies and other 

stakeholders

Review and update national regulation (CA)

Provide detailed technical guidance (CA)

Develop questionnaires for operators (CA)

Implement or review ISMS (MNO)

OUR GOAL
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THE CONTENTS SO FAR

144 high level measures

+ evidence

399 detailed controls

+ evidence
Mapping with standards, 

specifications, frameworks and 

guidelines

Mapping with assets

8 security domains

29 security objectives

Additional specs not captured 
in the documents to the left

Our ‘integration’ approach
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DETAILED SECURITY CONTROLS - OVERVIEW

Modified extract for presentation purposes
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THREE WAYS TO PRESENT ALL THE CONTROLS

Modified extract from one of the three 

data presentation sheets
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YOUR FEEDBACK MATTERS

Modified extract for presentation purposes
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Web tool pilot

Preparation of 

the web tool user 

requirements

2022-2023 TIMELINE 

Q2 22 Q3 22 Q4 22 Q1 23 Q2 23 Q3 23 Q4 23Q1 22

5G Matrix 2022 Pilot

NRA and industry

consultations

Dec 

2021

5G Matrix Pilot 

workshop(s)

NRAs and MNOs

Publication 

of the 

Matrix 

(Excel)

NRA 

consultation

2022 content additions 2023 content additions NRA and 

industry

consultations

Web tool 

beta

https://www.enisa.europa.eu/
publications/5g-security-
controls-matrix
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WEB TOOL BETA

Pre-release web 

tool extract
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2023 CONTENT ADDITIONS

ISO/IEC 27002:2022

NIST SP 800-53, Rev 5

ISO 22301 – Business continuity management systems 
(Requirements)

ISO/IEC 27005 – Information security risk management

Non-technical controls based on

Extract from scoping table
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LET’S JOIN OUR EFFORTS!

Specific questions about the Matrix?

How could the Matrix best assist you in your work?

Interested in piloting the web tool?

Which content additions should we focus on next?



Thank you!

ALL FEEDBACK, ADVICE, IDEAS, SUGGESTIONS WELCOME

To view the Excel Matrix

https://www.enisa.europa.eu/publications/5g-security-controls-matrix

To send us your feedback

ENISA-NIS-Directive@enisa.europa.eu


