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Cyber threat intelligence
enables to
“predict the future”
or
“understand the present” ?
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Information fusion
Supported services

Consolidated
Situational awareness

Tailored
Alerts and Memos

Actionable]

Detection and hunting

N (—— N (N ()

Consistent
Knowledge bases




pa— Situation awareness - example (1)
“=RTEU Regional threat activity

Top 10 affected sectors in Europe
2019

Gov. / Admin.
IT

Digital services

Top 10 malware families
(December 2019)

Bank
Threats categories = Finance
in Europe Health 1 |[TrickBot
2019 m Telecoms 2 |Qbot
m Military
3 [Mofksys
(CS) Censorhip = Energy .
® Industrial 4 NIRAT
(CC) Cybercrime 5 |Emotet
mote

(CW) Cyberwar

m (CE) Espionage

6 |Agent Tesla

7 [Tinba
m (HA) Hacktivism 8 |ursnif
(SO) Sovereignty 9 |GandCrab
10 |Pony
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pa— Situation awareness - example (2)
“=RTEU Sectoral threat activity

Threat categories

Top threat actors Top-20 affected countries
Energy sector against the energy sector in the energy sector

2015 Rank Name Type Count. Share ROk Name eI
1 APT34 CE IR 23% ' vs 18%

2 Middle East 14%

2 Berserk Bear CE RU 20% 3 Iran 9%

(CS) Censorhip 3 APT33 CE IR 12% 4 India 8%

4 Energetic Bear CE RU 10% 5 Italy 5%

(CC) Cybercrime 5  Lazarus Group CE NK 9% 6 Ukraine 5%

6 MuddyWater CE IR 7% 7 South Africa 5%

(CW) Cyberwar 7  Sandworm CE RU 5% 8 Sl it 2%

8 Hexane CE 5% ° UK N

) 10  Canada 4%

m (CE) Espionage 9  APT35 CE IR 4% 11 Turkey 1%
10 APT28 CE RU 4% 12 Israel 39%

m (HA) Hacktivism 13 Germany 39%
14 Vietnam 3%

(SO) Sovereignty 15 Australia 3%
16 Europe 2%

17 Kuwait 2%

18 Mexico 2%

19 Asia 2%

20 Belarus 2%
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P Tailored intelligence
=RTEU Memos and Alerts

Russian internet |so|at|on tests
Threat M ) - Version: 1.0

Phlshlng campalgn agalnst dlplomatlc targets
TLP;GRFEN ..

ThrageAlaee_TA -

key Waves of ransomware in December 2019
Threat Memo 01 Version: 1.0
TLP:WHITE

ZRTEU

An overview of Iran’s offensive cyber capacities

Key Th
Y Iippaane

INF

Threat Alert-TA
TLP

Category Type Threat Level Domain Sector Confidence
Cybercrime or
cyberespionage

FOR

Lazarus Group fmanaal targetlng ACTION

Key Threat Memo - -Version: 1.0
TLP.WHITE

Spearphishing Medium Constituency Government, Administration Al

Type Domain(s) Sector(s) Confidence
INFORMATION e Targeted intrusions World Not specified Al

Key Points

* The China-based APT40 threat actor is reportedly associated with China’s Ministry of State Security office in Hainan.
* New findings confirm that there is an eco-system of Chinese governmental structures (MSS regional offices,
universities), front IT security companies and hackers for Chinese cyberespionage.
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Tailored intelligence

ERTEU e Alerts

MITRE EU Institutions
BLEEPINGCOMPUTER NTTRCKC >
=

Z? CTl !‘

Fusion

N ¢

Threat Level Domain

Meadium World
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Attack timeline

Actionable information

Date Event
13/01,/2020 Phishing email from a compromised I:l email address.

Techniques, tactics and procedures (TTPs)
Kill chain Techniques and Tools
Initial access spearphishing attachment

rp| ng link

Credential Input capture
access

Recommendations and mitigations
Name
Restrict Web-Based Content
User Training
Antivirus/Antimalware
Network Intrusion Prevention

TLP:WHITE

Tailored intelligence
Actionable data - Example

ATTE&CK
11193
T1192

T1056

ATT&CK
M1021
M1017
M1049
M1031



Information fusion
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Principles
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Reliable sources

Sufficient context from sources
Consistent data model

Well defined process

Automation
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Conditions



=RTEU Sources (external) -

examples
Commercial p
Partners N-CSC
(contract) IT Security Msccory clove [
IT Security News
Vendors The & Register’ linfo security]
cLe/R R SR I
BLEEPINGCOMPUTER
kaspersky REERER -."l' Check Point
) Trene @ [T
\.CROWDSTRIKE m U1 McAfee @Symantec, ®alwarebytesLAzs Hunting
paloalto =L AniC ) m
Geeks News GitHub
Ii-Recorded Future [EER [V — Newspapers /

Press agencies

BAE SYSTEMS |
EVSTECE The Washington Post

Researchers

Ehe New York imes

Sch neier on Security The Guardian . REUTERS
Florian Roth .2 [l John Lambert U nive rSitieS J:t :!Hunﬂt

@cyb3rops @JohnLaTwC

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

AFP D

KU LEUVEN Lu "'

g UNIVERSITY OF
“§* CAMBRIDGE
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Cosmology
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M Countries

A% Malwares

] Regions
@ Threat actors

B Sectors

¥ Intrusion sets

E Organizations

¥8 Tactics and procedures
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Incoming threat information
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Date Source TLP Reports Category Countries Sectors TTP Threat Actor Assets
11/9/2019  Secureworks TLP:-WHITE m Cybercrime  World Finance Lokibot XYZ Spider Banking data
. - Government, . -
11/9/2019 ESET TLP:WHITE Espionage Unspecified e EETS Malware XYZ, ATT&CK T1189, T1059, ... APT15. China Classified data
11/9/2019 Reuters TLP:-WHITE m Hacktivism Brazil Government Defacement, Leakage Anonymous Brazil Personal data
Commercial . . . .
11/9/2019 source A - m Cyberwar Asia Media Wiper XYZ Xyz Tiger
11/9/2019 Cc;(r;wun::erclgal - m Censorship  China Citizens Great Firewall, Blocking MSS, China
Commercial . . . . .
12/9/2019 source C - m Sovereignty ~ Russia Digital services Ban Russia
12/9/2019 US CERT - m Espionage us Universities Malware XYZ North Korea
12/9/2019  Citizenlabs TLP:-WHITE m Cybercrime  UAE Citizens Tool XYZ
Bleeping .
12/9/2019 EompuiEy TLP:-WHITE m
European Espionage Country A, Government Malware XYZ, ATT&CK T1223, T1118 28, Russia Military data
CSIRT - PION3gE  country B g g v o b y

Cybercrime  Europe Digital infra Ransomware Ryuk, Extortion XYZ Spider Cryptocurrency

12/9/2019
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Observables stream (fictitious examples)

RTEU
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Pivoting
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Inference
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Inference
(OpenCTI visualization)

> Reports Knowledge Observables Files Q Search... e

= .
L RYUK :
=
= Information Details Last reports about the entity
¢

Marking Tags

= i i TLP:WHITE

l-l-' B Ryuk Ransomware Uses Wake-on-Lan To Encrypt Offline Devices 1/14/2020

Kill chain phases

Creation date E US Coast Guard Warns Over Ryuk Ransomware Attacks TLPIWHITE 12/30/2019
January 15, 2020
Modification date W
. - B Ryuk Ransomware is suspected to be involved in the New Orleans cyberattack TLF:WHITE 12/16/2019
o January 15, 2020
Creator Y
.,t. ) B 110 Nursing Homes Cut Off from Health Records in Ransomware Attack TLP:WHITE 11/23/2019
() Description -
E Spanish Ryuk Ransomware Attack Hints at New WannaCry TLP-WHITE 11/5/2019

TLP:WHITE



Inference

ZERTEU

@ m ) Overview Reports Knowledge BT gL S Files

=
=l RYUK
&
7 (last month) 11 (1ast month)
i
I ‘ TOTAL REPORTS TOTAL DIRECT RELATIONS
Reports distribution Distribution of relations (including inferred)

sector (11)
55.00%

threat-actor (1)
5.00%
. attack-pattemn (2)
— 10.00%
I Threat Report 20.00% country (2)

10.00%
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impact

T1489 - Service Stop
Mo description of this usage

T1486 - Data Encrypted for Impact
Mo description of this usage

Reports Knowledge Observables

Files
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Malware <-> Attack patterns

Q, Search...

>
il
&

1

o & Im

&« 0O

26

Overview
Synthesis of knowledge

Usage
Threats using this malware

Variants
Wariants of this malware

Victimology
Targeted by this malware

Campaigns
This malware has been used

Incidents
This malware has been used

Tactics
Used by this malware

Tools
Lised by this malware

Vulnerabilities
Targeted by this malware



Malware <-> Victimology

) Overview Reports  [LGUIVIE(N  Observables Files Q, Search... [
-
= Overview
i .
- RYUK : @ Synthesis of knoy
Q, search... ® l_.lsage .
’ hreats using thi:
=
NAME ENTITY TYPE FIRST OBS. LAST DBS. CONFIDENCE LEVEL Varianis
ll‘ In Variants of this m
[ Information Technologies Consulting Sector 11/23/2019 11/23/2019 Good : -
E Q Victimology
Targeted by this |
@j Maritime transport Sector 12/30/2019 12/30/2019 Good H
1 Campaigns
- This malware has
B Medias and audiovisual Sector 11/5/2019 11/5/2019 Good H
(7] é Incidents
This malware has
;e B Government and administrations Sector 1/15/2020 1/15/2020 Low H
:, Tactics
e . ° Used by this maly
E] Healthcare services Sector 11/23/2019 11/23/2019 Good :
Tools
O R
5 ) . Used by this mal
* B Entertainment industry Sector 11/5/2019 11/5/2019 Good H
& Vulnerabilities
Targeted by this r
& iig| Consulting Sector - - Inferred e .
iig| Transport Sactor - - Inferred
[ Telecommunications Sector - - Inferred
f  Health Sector - - Inferred
B Culture and entertainment Sector - - Inferred
(el United States of America Country 12/16/2019 12/16/2019 Good H
] Spain Country 11/5/2019 11/5/2019 Good H
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jp— Cosmology Taxonomies & Galaxies Information fusion Process
" RT—EU Threat actors
Attack patterns
Malware
Sectors
Countries
! 5
Situational
awareness
_J
)
Tailored
> intelligence
\_ _J
(" )
Actionable
? data
g _J
( )
Knowledge
Sources Collect Contextualise Pivoting Inference 3 bases
\_ _J
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ZZRTEU

* In-depth investigation of specific
(selected) campaigns or incidents

 Tracking of specific (selected)
intrusion sets / threat actors or
malware families

* Knowledge bases enrichment

“investigative” approach

TLP:WHITE

Benefits of information fusion

Monitoring activities of malware,
techniques, threat actors / intrusions sets
(e.g. determine and rank the most active)

Monitoring threats per sector, per country,
per region

Monitoring threats from countries

“Landscaping” approach




Information fusion
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Challenges
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Taxonomies

Not all sources
speaks the “same
language”

Context

Some sources do
not provide
enough details

Platforms

Community

Sources

Sources

Information
Fusion
Challenges

TLP:GREEN

Community

Platforms

Challenges

Redundancy

Several times the
same information

Automation

Too much manual
processing



Challenge : Redundancy

/ Solution / mitigation \

 Privilege original sources
 Carefully select and subscribe to
aggregators
 Limit OSINT sharing in
communities (e.g. MISP)
«  Applies to * Share what YOU see, NOT what
e  Reports OTHERS see

ZERTEU

 Several sources

OR
e Several organisations
(in a community)

[ ) .
Observables e For observables : unique record

based on value
\ Develop use of sightings /

TLP:WHITE




Challenge : Taxonomies

/ Solution / mitigation \

e Sources with *  For countries, use ISO code (2
O] letters or 3 letters)

e Sources with

ZERTEU

 Develop new taxonomies ?

* Applies to:
e  Observables (type), Sectors,  Translation between
Threat actors, Malware, taxonomies ?

Countries, Organisations
 Develop “galaxies” ? 2

\ community approach /

TLP:WHITE




ZERTEU

* Sources
with reports or feeds
O]
 They provide
way (no tags)

* For information fusion, manual review

is currently needed

Challenge : No (structured) context

/ Solution / mitigation \

* Tools finding and extracting

TLP:WHITE

relevant context automatically ?

such as:

Sectors names
Countries names
Malware names
Threat actors names
Attack patterns names

%
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in the

information fusion flow

Collection
* observables : very good
level of automation
* reports : poor level of
automation
Contextualisation
Inferences
Analysis
Situational awareness

Challenge : Automation

-

\_

e Taxonomies and structured context

e Step up artificial intelligence in CTI

Solution / mitigation \

platforms — especially
* recognize victims, TTPs, threat
actors, etc
e create smart inferences
e assist situational awareness

%

TLP:WHITE



ZERTEU

Thank you
for
your attention

Contact

TLP:WHITE


mailto:frederic.garnier@cert.europa.eu

