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Standards needed for industrial policy priorities
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Standardisation landscape
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Advancing open standards for the information society
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» 26 strategic initiatives/ actions

» Smart digital investment: up to €4.5bn for
cybersecurity 2021-27 (MFF + RRF + Member States

+ Industry)

» New regulatory tools (e.g. NIS 2.0)

» New policy instruments (JCU, SOCs)

» Comprehensive:
O internal market
O law enforcement
O diplomacy
O defence
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Cybersecurity Strategy - standardisation

The EU should:
» reinforce its leadership on international norms and standards;

» define its objectives for international standardisation, ensure a coordinated outreach to
promote these at international level.

» shape international standards in the areas of emerging technologies and in line with EU
values;

» EXx. 5G: define a concrete Action Plan to enhance EU representation in standard setting
bodies.
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European cybersecurity certification
framework — state of play

Advisory groups
ﬁ ECCG - established
* Entry into force June ‘19 SCCG - established

Cybersecurity Act

Candidate Schemes

+ “SOG-IS MRA” — (CC)
¢ Cloud services
* 5G networks

Union Rolling Work Programme for
European cybersecurity certification
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Scheme

Stakeholder Cybersecurity
Certification Group

Advises Commission on strategic
priorities and Union Rolling Work
Programme on Certification

Commission

Union Rolling Work Requests ENISA
Programme on ENISAto Prepares
Cybersecurity prepare candidate

Certification Candidate scheme
Scheme

European Cybersecurity
Certification Group (MSs)

Advises ENISA and may
propose the preparation of a
candidate scheme to ENISA

ENISA

Ad hoc Working
Group for each
scheme
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How: Establishment of an EU Cybersecurity Certification
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