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Background
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 5G Toolbox agreed and presented by Member States, EC, ENISA  – 29th January 2020

 5G Security Standardisation and Certification are included in Supporting Actions –
SA03, SA04, SA05

 5G Security Standardisation Sub-Group of the NIS Cooperation Group Work Stream on 5G 
Cybersecurity (NIS 5G WS) works within the framework of 5G Toolbox, with a special 
emphasis on facilitating coordination between Member States regarding 
standardisation to achieve specific security objectives and developing relevant EU-wide 
certification scheme(s) in order to promote more secure products and processes as it is 
laid down in the conclusions and way forward of the 5G Toolbox.

 5G Security Standardisation Sub-Group focuses on strengthening the cybersecurity 
standardisation of 5G with the EU and developing relevant EU-wide certification 
scheme(s)

 Its aim is not to duplicate the current EU process on 5G, but to support this process on a deeper 
technical level



EU Toolbox – Supporting Actions - Standardisation
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EU Toolbox – Supporting Actions - Standardisation
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 A way forward should be a 5G Candidate Scheme

(under CSA) covering cybersecurity certification of:

1. critical network components and functions used in 

5G networks

2. corresponding supplier’s design, development, 

delivery and maintenance processes, as indicated by 

ENISA presentation

Member states initiatives – input for EU process
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 Discussions of PL and DE with GSMA (with CSA presentation by ENISA) and MNOs 

provided promising feedback concerning the scope of a 5G scheme and the 

potential implementation approach discussed in the 3rd meeting of the SubGroup



Proposals discussed at NIS CG 5G SubGroup
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For the future work on 5G cybersecurity it is important that MSs mutually understand the individual directions they are 

moving on standardisation and certification and become aware about the resulting different options on how to proceed with the 

further work. 

The co-chairs identified the following options to be considered:

 Option 1: The Commission shall be encouraged to ask ENISA to accompany Member States in their cooperation with 

GSMA/3GPP. Participating MSs and ENISA will report frequently about the results at the 5G SubGroup meetings

 Option 2: The Commission will proceed according to Option 1 and shall additionally be encouraged to request ENISA to 

establish an Ad-hoc Group for the development of a 5G certification candidate scheme in accordance with the art. 48 

of CSA:

Article 48 

Request for a European cybersecurity certification scheme 

1. The Commission may request ENISA to prepare a candidate scheme or to review an existing European cybersecurity certification scheme on the basis of 

the Union rolling work programme. 

2. In duly justified cases, the Commission or the ECCG may request ENISA to prepare a candidate scheme or to review an existing European cybersecurity 

certification scheme which is not included in the Union rolling work programme. The Union rolling work programme shall be updated accordingly. 

 Option 3: The Commission will proceed according to Option 2 but shall additionally be encouraged to start a 

communication with GSMA/3GPP to clarify formal aspects, like licensing of standards etc. including an analysis about 

possible differences between the needs of a future European Certification Scheme and the status available from GSMA 

to date



 Member States indicated a preference for the proposed options 2 and 3:

Option 2: The Commission will proceed according to Option 1 and shall additionally 

be encouraged to request ENISA to establish an ad-hoc group for the 

development of a 5G certification candidate scheme in accordance with the 

art. 48 of CSA.

 ENISA Vision for Preparatory Activities presented at 5G Sub-Group and ECCG (Cord

Bartels presentation)

Option 3: The Commission will proceed according to Option 2 but shall additionally 

be encouraged to start a communication with GSMA/3GPP to clarify formal 

aspects, like licensing of standards etc. including an analysis about possible 

differences between the needs of a future European Certification Scheme and 

the status available from GSMA to date

Next step – NIS CG encouraged Commission to proceed with 

request to ENISA and join discussion with GSMA
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 European Commission Recommendation on 5G cybersecurity from March 2019, as well as the 
5G Toolbox from the NIS Cooperation Group of January 2020, and the Commission Communication 
adopted on the same date, foresee various means to improve 5G cybersecurity, including 
European certification in line with the Cybersecurity Act

 Certification at EU level can bring value in relation to certain risks as identified in the 5G Toolbox

 A certification scheme should at least cover the list of components and functions provided in 
Annex II of the EU Toolbox of risk mitigating measures for cybersecurity of 5G networks

 Certification at EU Level addresses technical measures TM09 and TM10 of 5G Toolbox and 
raises the technical assurance of the networks.

 Certification is a technical tool and does not address strategic measures, for example strategic 
measure SM03 related to the risk profiles of suppliers

Policy Context for 5G certification scheme
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Objectives

 Comply with public authorities’ objectives

 Take into account existing and relevant schemes and standards

 Generate benefits for stakeholders and customers of the 5G ecosystem

 To be based on ENISA scheme proposal outline 

 Address the need of some MS for rapid deployment of a first, interim solution under the CSA 

and the final goal of a EU cybersecurity certification scheme under CSA in compliance with above objectives

 Harmonization between national and European scheme activities - Member States encouraged to fully

cooperate in EU wide capabilities development – e.g. testing, evaluation, threats analysis, CABs cooperation

establishment

References

 The 5G cybersecurity scheme definition shall build on the existing documents:

 EU coordinated risk assessment on cybersecurity 5G networks

 ENISA’s threat landscape for 5G networks

 5G Toolbox 

 Taking into account binding national requirements

Phased implementation

 Include 2 consecutive steps of implementation as illustrated by ENISA presentation:

1. A transfer of current schemes (GSMA’s NESAS, eUICC and SAS) under the governance of the CSA

2. Analyse gaps and improve schemes towards full coverage for the business process “Identification and 

authentication of subscribers” by CSA-conformant cybersecurity certification schemes

Possible scope for EU 5G certification scheme
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 Cybersecurity of 5G networks: Commission requests the EU cybersecurity agency to develop a 

certification scheme

 The Commission has tasked the European Union Agency for Cybersecurity, ENISA, to prepare the EU's 

cybersecurity certification scheme for 5G networks that will help address risks related to technical vulnerabilities 

of the networks and further enhance their cybersecurity. Certification plays a critical role in increasing trust and 

security in digital products and services – however, at the moment, there are various security certification 

schemes for IT products, including 5G networks, in Europe. A single common scheme for certification would 

make it easier for businesses to trade across borders and for customers to understand the security features of a 

given product or service. 

 Thierry Breton, Commissioner for the Internal Market, said: “Security is at the core of 5G technology roll-out. EU-

wide certification, in combination with other types of measures in the EU 5G Toolbox, supports our efforts to 

optimise 5G security and patch technical vulnerabilities. This is why it is important that Member States make 

further progress in implementing the Toolbox.” Juhan Lepassaar, Executive Director of the EU Agency for 

Cybersecurity, said: “The certification of 5G networks emerges as the logical next step in the EU cybersecurity 

strategy for the Digital Decade. The new initiative builds on the actions already engaged in to mitigate the 

cybersecurity risks of the 5G technology.”

 The request for the development of the scheme is in accordance with the Cybersecurity Act, which establishes 

the European cybersecurity certification framework, and it was also announced in the new EU Cybersecurity 

Strategy for the Digital Decade. The Commission will soon adopt its first Union Rolling Programme for 

cybersecurity certification
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https://ec.europa.eu/digital-single-market/en/eu-cybersecurity-act
https://ec.europa.eu/commission/presscorner/detail/en/IP_20_2391
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Following a request by the European Commission, ENISA will proceed with the preparation of the new 

candidate cybersecurity certification scheme on 5G. This step follows on from the EU toolbox for 5G 

security and it is expected to further enhance the cybersecurity of 5G networks as it contributes to 

addressing certain risks, as part of a broader risk mitigation strategy.

To this effect, a cybersecurity certification scheme on 5G will be based on provisions already available by 

means of existing cybersecurity certification schemes as well as experience already acquired since the 

Agency started engaging in cybersecurity certification

This request meets the requirements of the Cybersecurity Act, which allows the European Commission to 

issue a request for a cybersecurity certification scheme to ENISA outside the scope of the Union Rolling 

Work Programme, if duly justified.

ENISA is looking forward to contributing and supporting the Commission in the development and 

realisation of a cybersecurity certification scheme for 5G and will cooperate with and take due account of 

the inputs of relevant stakeholders. The European Cybersecurity Certification Group (ECCG), the NIS 

Cooperation Group Work Stream and its subgroup on 5G standardisation and certification will be informed 

of the planning and progress continuously and will be given many opportunities to participate. Experts in 

5G will be invited to be involved via the ad hoc working group work that ENISA will establish for the 

scheme development. The call will be published on ENISA’s website.

https://ec.europa.eu/info/index_en
https://ec.europa.eu/digital-single-market/en/news/eu-toolbox-5g-security
https://eur-lex.europa.eu/eli/reg/2019/881/oj
https://ec.europa.eu/digital-single-market/en/news/stakeholder-cybersecurity-certification-group-union-rolling-work-programme-stakeholders-view
https://ec.europa.eu/digital-single-market/en/news/stakeholder-cybersecurity-certification-group-union-rolling-work-programme-stakeholders-view
https://ec.europa.eu/digital-single-market/en/european-cybersecurity-certification-group
https://ec.europa.eu/digital-single-market/en/nis-cooperation-group


5G Standardization – Joint Communication to 

the European Parliament and the Council
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The EU's Cybersecurity Strategy for the Digital Decade 



5G Standardization – Joint Communication to 

the European Parliament and the Council
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Appendix: Next steps on cybersecurity of 5G networks



Thank you

Robert Kosla – robert.kosla@mc.gov.pl
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