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security today — more than just application security

A comprehensive cloud-security
posture that includes:

State-of-the-Art S q el pipeli
Operations Security * © Secure devops Incl. pipeline

Consistent security experience
across services

Compliance capabilities
Defensive capabilities

Application
Security

Data protection and privacy
Recommended security baselines



Product Security
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Build a strong foundation Run with confidence
Secure the software supply chain by shift left Ensure that key cloud solutions consistently
methodologies, and reduce risks posed by support capabilities that can be leveraged by SAP,
automated development practices, third party and customers, and partners for security configuration

open source software inclusions. and monitoring across the landscape.
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Product Security Strategy — Mandatory
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Apply standards and processes to all
development activities including non-
products, enable “shift left”

Secure the software supply chain and
promote secure OSS usage

Leverage customer feedback on

security and privacy measures to
uplift security capabilities across

products
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Evangelize the importance of security
and data protection & privacy in
enabling trustworthy Al capabilities

Partner with Learning organizations to
familiarize engineers with secure
programming

Security configuration
recommendations for key cloud
services published on the SAP Trust
Center


https://sap.github.io/risk-explorer-for-software-supply-chains/

Resources for
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Implement secure configuration
recommendations for key SAP cloud services

Al: Security of Large Language Models
(paper)

Install applicable security notes
without delay



https://www.sap.com/about/trust-center/security.html?pdf-asset=7616adbb-547e-0010-bca6-c68f7e60039b
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html
https://www.sap.com/about/trust-center/security.html?pdf-asset=7616adbb-547e-0010-bca6-c68f7e60039b
https://www.sap.com/documents/2023/09/729b7ea1-8a7e-0010-bca6-c68f7e60039b.html
https://www.sap.com/documents/2023/09/729b7ea1-8a7e-0010-bca6-c68f7e60039b.html
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https://www.sap.com/about/trust-center.html

Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related
document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this
presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided
without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fithess for a
particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP
assumes no responsibility for errors or omissions in this presentation, except if such damages were caused by SAP’s intentional or gross
negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.
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