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THE PANEL OVERVIEW :
EU REGULATION AGENDA and its IMPACT on THE CYBERSECURITY MARKET

EU Single Market

Increasing the cyber resilience of the EU single market and protecting its economy

EU Regulatory Agenda Portfolio of

) Business models Market Shares
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THE PANEL OBJECTIVE

Bringing value

This panel will contribute to the analysis of regulatory initiatives
vis-a-vis perception and impact they may have on the EU Single
Market and the ability of EU economic actors to develop the
internal market.

Disclaimer:

All speakers will speak in their own capacity and from their experience accumulated in existing roles, not generating opinions on behalf of the
institution they represent.
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l. RISKS TO THE RESILIENCE OF SUPPLY CHAINS



Christin: 5 min

Supply Chain Security is a topic in multiple different regulations

= New vulnerabilities are discovered every day

and have to be patched NIS 2**
= Continuous monitoring is necessary : Manufacturers/
o . CRA* Supply C_ham vendors of products
= Adigital product that is deemed secure Security with digital elements

when entering the market is not necessarily
secure at a later stage during its life cycle

) ) Operators of critical infrastructure &
= Without knowing the contents of the digital service providers

product, no statement can be made about
the security of it

* Cyber Resilience Act
** European Union’s directive on security of network and information systems

Bundesamt Deutschland
fir Sicherheit in der Digital-Sicher-BSI

Informationstechnik
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Christin: 2 min

SBOM as a CRA requirement

= Software Bill Of Materials (SBOM)
: : : ALL MODERN DIGITAL
Information about software components contained in a product INFRASTRUCTURE
. . T )
= Draw up SBOM in a commonly used and machine-readable format to
track known newly emerged vulnerabilities and risks T ﬂ]
—> SBOM should cover at the very least the top-level dependencies of
the product Tﬁ
= The Commission may specify format and elements of the SBOM A PROTECT SOME
RANDOM PERSON
IN NEBRASKA HAS
* The market surveillance authority may request the SBOM, | SEEN THAKLESSLY
provided that it is necessary in order for this authority to be able to L J SINCE. 2003
check compliance with the essential requirements ;(*_:)1 [P—)
C B
| -

https://imgs.xkcd.com/comics/dependency_2x.png

m Federal Office
L for Information Security
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RISKS TO THE RESILIENCE OF SUPPLY CHAINS

handing over the microphone

2 minutes
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Volkmar: 5 min

Open Source

Wide-spread use of open source [1], 75-95% of code base of typical SAP apps is open source

Open Source SAP

Example: Steady has > 10 + 23722 contributors

SAP / vulnerability-assessment-tool
218 10 direct contributors

<> Code Issues 6 Pull requests 10 Actions Security Insights lﬂ ﬁ \Em 3 nm ﬁ

& 23,722 contributors in the dependency graph

PRl ool LR

open-source security-tools “ ‘ n@ "Q, f;?, . + 23,702
{p 1,077 commits ¥ 24 branches 7 0 packages © 17 releases -#" 1 environment 4% 10 contributors afs Apache-2.0
]



Open-Source Supply Chain Model

Project contributors

Project maintainers

e (X X
l \ l download
Version Build System | dependencies [ myistrinution
Control clone a Channel
>
hlh]k o | G
\ / \ / publish \ /

\\ﬁ%/

Consumers

Volkmar: 3 min



Volkmar: 1 min
Taxonomy of Open-Source
Attacker’s perspective
Language agnostic
From the review of ~370 scientific papers as well as grey literature

17 experts assessed its correctness and completeness

Available online and open-source:

%118 + 33 370

Unique attack vectors Unique high-level safeguards Scientific and grey literature

references

https://sap.qgithub.io/risk-explorer-for-software-supply-chains/

Public
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RISKS TO THE RESILIENCE OF SUPPLY CHAINS

handing over the microphone

2 minutes
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+* x

*

Satellite Communications - Cabin links accessible to
(SATCOM) passengers (Cabin Wifi, plugs on
cabin seats, FAP, bluetooth...)

Aircraft - Ground links }
(ACARS, HF, VHF, SATCOM ; GPS, ILS...)

s
,l:‘_. ............ o o T S

| e
~ COTS, Pﬁgs, Wifi
Air/Ground
Links
=
ACARS AVSEC Equipment

-HF & VHF Satcom (Screeners, CCTV, Radar, Access Ctl)

—— :_\/ . —

Aircraft - Ground links

T (Gatelink, GSM, Wifi, WiMax...)

5 Airport

. = - ix\
Operations & Dispatch \ gy \\$£
Centre \\\\\\_ \\\\ e
. = g =
\_\ \\7 //
H’ * \\\ \ p—
Maintenance & Industrial systems =
(PMAT, Portable Data-Loader, troubleshooting e
Supply chain Maintenance & equipment, USB keys, ITcards...) -
(Transit of Software from "~ Engineering Centre ~ e — .
Supplier to OEMs...) v e g~ -

S

Aircraft data & parts
suppliers

Courtesy Airbus




Davide: 4 min

Key elements

Technologies

Resilience of aviation products \
(Aircrafts, Engines, ...)

Certification specifications Processes

Resilience of aviation organisations

: People
Part-IS regulation

RBEASA




Davide: 3 min

Risk assessment - scope identification

Operated and maintained services

Received
services

Provided
services

systems, data & information




How the supply chain is affected

Subcontracted ‘ Operational
Activities Activities

Pertinent to Approved Non-Approved
Part-IS Organisation Organisation

Most likely subject to Risk analysis
Part-IS on Approved Org.
-1S->“ i f
Pa-rt 5 Fontractlr\g - Whole Part-IS Specific contractual
information security o .
provisions requirements

E ASA management activities”

Davide: 2 min




RISKS TO THE RESILIENCE OF SUPPLY CHAINS

Q&A

5 minutes

(only the participants present in the conference room)
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Il. MARKET IMPACT (CURRENT REGULATORY
FRAMEWORK) + LESSON LEARNED FROM AVIATION



Davide: 6 min

EASA: the European Union Aviation Safety Agency

Mission is to provide safe air travel for EU citizens in Europe and worldwide

4 @ @ @ ) Established
perations  Airworthiness Drones 2002 20 years+
We regulate: in operation
: Air Traffic T it i
Aerodromes Environment Management 735 i - o
\ @ @ ) ; ; LALARARAL AARAAAAL ALARALS

Headquarters in

EASA member states “
TASKS | 3 —27+4 gf?lo gne
Switzerland, Norway ." e cein
e Draft the aviation safety regulations EU" il iechersen "." Brussels
e Certify & approve products and organisations
e Provide oversight and support to Member States
e Promote the use of European standards worldwide

e Cooperate with international actors to achieve the highest

safety level for EU citizens globally
\ J

BSEASA




Overview of the EU regulatory framework Pavide: 4 min

Aviation Security Other Domains
Cybersecurity in Aviation

I
0
% ICAO Annex 17 ICAO Annex 8, 10, 19, 15
| I
v \
z AVSEC Regulation (EU No 300/2008) EASA Basic Regulation (EU 2018/1139)
|
ud |
% Implementing Reg. 2015/1998 NIS Directive (2016/1148)
w EASA Implementing Regulation(s)
National Laws not stemming from NISD National Laws

R3EASA



Product certification Davide: 3 min

Since EASA was created (2003), it certifies products covering information security aspects.

These requirements were amended and incorporated into Certification Specifications and
Acceptable Means of Compliance (Decision 2020/006/R of 01 July 2020)

"Airplane" by viZZZual.com CC BY 2.0
"Helico" by JP Sangria CC BY-NC 2.0
"Jet Engine" by Chris Hunkeler CC BY-SA 2.0

E3EASA |



https://www.flickr.com/photos/22394551@N03/2274726982
https://www.flickr.com/photos/22394551@N03
https://creativecommons.org/licenses/by/2.0/?ref=ccsearch&atype=rich
https://www.flickr.com/photos/69477011@N05/24756662612
https://www.flickr.com/photos/69477011@N05
https://creativecommons.org/licenses/by-nc/2.0/?ref=ccsearch&atype=rich
https://www.flickr.com/photos/14913305@N00/8195746318
https://www.flickr.com/photos/14913305@N00
https://creativecommons.org/licenses/by-sa/2.0/?ref=ccsearch&atype=rich

Aviation Organisations Part-IS

FSTD Ops

AeMC

ATO

OA
& Licensing

Aerodromes

NIS Directive

Apron Management

EEEASA

Davide: 1 min

U-Space SP

ATM/ANS




RISKS TO THE RESILIENCE OF SUPPLY CHAINS

handing over the microphone

2 minutes
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Christin: 5 min

Excerpt from the current regulatory framework for Cybersecurity

SBL Cybersecurity Act (Juni 2019) Radio Equipment Directive - Delegated Act (October 2022)

4 CV":'T‘""“ = Contains European framewok for the certification of ICT ,. " Integration of considerations in regard to privacy and

products, services and processes -,..% personal data, network security and fraud prevention
= Target — Manufacturers and providers of ICT products, ¥ into the design of radio equipment
services and processes » Target — manufacturers, importers and distributors
NIS 2 Directive (January 2023) Cyber Resilience Act (proposal)
= Businesses identified by the Member States as operators of = horizontal European cyber security requiremens for a
essential services in vital sectors will have to take broad range of digital products and services enableling
appropriate security measures and notify relevant national consumers & organizations to use secure products &
authorities of serious incidents. services
= Key digital service providers, such as search engines, cloud * Introduces obligations for manufacturers during whole
computing services and online marketplaces, will have to product lifecycle (design & development phase,
comply with the security and notification requirements maintenance phase)
under the Directive. * mandates manufacurers to establish vulnerability
= Target — operators of essential services & digital service management & provide useful information for users
providers * Target — manufacturers, importers and distributors
Bundesamt Deutschland
Informstonstechnic Digital-Sicher-BSI
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RISKS TO THE RESILIENCE OF SUPPLY CHAINS

handing over the microphone

2 minutes
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Volkmar: 5 min

Some European Legislation related to security and privacy

Legislations targeting Legislations including Legislations targeting Sector-focused
security security requirements privacy legislations
Cybersecurity Act, Al Act GDPR DORA
— Regulation (EU) 2019/881 _ COM(2021) 206 final _ Regulation (EU) 2016/679 — Regulation (EU) 2022/2554
Network and Information RED
Security Directive (NIS2), L . . i s
" Directive (EU) 202212555 Al Liability Directive E-privacy | ~ Directive (EU) 2014/53
— COM(2022) 496 final — COM(2017) 10 final
%{be; Resilience Act Chips Act
RA — COM(2022) 46 final
— COM(2022) 454 final Data Act E-IDAS
— COM(2022) 68 final — Regulation (EV) » » -
European Cybersecurity 2014/910, COM(2021) grltIC?l Entities Resilience
Industrlal, TGCh“OlOgy L . 281 final irective
%nd Researchc g Digital Services Act — Directive (EU) 2022/2557
ompetence Centre an ,
the Network of National — COM(2020) 825 final

Coordination Centre Machinery Dire({tive
(ECCC), — COM(2021) 281 final

~ Regulation (EU) 2021/887 Digital Markets Act

— Regulation (EU) 2022/1925

Cyber Solidarity Act
— COM(2023) 209 final
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Volkmar: 5 min

Observations

The market impact goes far beyond the cybersecurity market: Let’s talk about a market for secure
products and services

for instance, consider the scope of the CRA

There are challenges ...
Harmonization of requirements and processes across the legislative landscape
Clear definition of scope
Global perspective

... and opportunities
Increase the level of cybersecurity across the EU
Security and privacy as unique selling points for market players

Blocker or enabler for new technologies like Generative Al?
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RISKS TO THE RESILIENCE OF SUPPLY CHAINS

handing over the microphone

2 minutes
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Roxana: 5 min

Attendees [Voting session]: PERCEPTION AND IMPACT

Questions:

1. Do you perceive the impact of the regulations, beneficial?
2. Do you perceive the impact of the regulations burdensome?

3. Have you developed new products (increased your product portfolio) to support your customers
to comply with a new regulation?

4. Has the demand for cybersecurity products and services increased?
5. Did you need to develop new skills, employees with new skills?

Answers:
YES | NO

29 [2nd ENISA CYBERSECURITY MARKET ANALYSIS CONFERENCE- 29 September 2023
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MARKET IMPACT (CURRENT REGULATORY
FRAMEWORK) + LESSON LEARNED FROM AVIATION

Q&A

5 minutes

(only the participants present in the conference room)
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lll. ARE YOU READY FOR CRA? — =l




Christin: 5 min

Are you ready for the Cyber Resilience Act?

= CRA is still in the draft stage

= BSI published the technical guideline TR 03183-2 in August 2023 as a stepping stone towards CRA

= Part 1 - General requirements for all products with digital elements (tbd) will contain
requirements for manufacturers and products on the basis of CRA articles and annexes

= Part 2 — establishes SBOM requirements (published) and is aiming to strengthen software supply
chain security by containing

= specifications for data fields
= information regarding the level of detail
= Format suggestions: SPDX or CycloneDX
= Part 3 = provisions for software products (tbd)

m Federal Office
L for Information Security
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RISKS TO THE RESILIENCE OF SUPPLY CHAINS

handing over the microphone

2 minutes
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Volkmar: 5 min

CRA readiness from software vendor’s and SaaS providers perspective

We expect that a number of SaaS offers will be in the scope of the CRA rather than of the NIS2
directive

For instance, SAP offers SaaS services likely in both of the scopes

Security requirements

Reporting and naotification requirements
single points of contact
rules follow the state of the art (e.g., balancing transparency and risk

Assurance requirements
Precise scope,
Familiarity of the software industry with NLF
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RISKS TO THE RESILIENCE OF SUPPLY CHAINS

handing over the microphone
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Davide: 5 min

Development journey irst mecting of

June 2019 Part-IS rulemaking

Publication of group
June 2020 amendment . October 2017

Publication of the proposal (part-is) W&
Certification = T
o o . r i
SpeCIflcatlt?nS ~ Part-1S proposal
and related guidance ~~ _ submitted to the

EU Commission July 2021

Adoption of the rule by
July 2023 EU commission and
EASA member states
Publication of

j
guidance material —

for Part-IS —
SR July 2022
—




Davide: 3 min

Processes under Part-IS

Appoint
Define ISMS responsible
scope persons

Adopt risk

Define ISMS management

policy framework

Establish incident
management

Establish external
reporting scheme

IMPLEMENT

Establish internal
reporting scheme —>

Continuous
improvement

Identify and assess Treat Risks Detect respond and
risks recover

Manage contracted IS activities and connected risks

=
<
oc
Ll
o
O




Davide: 2 min

Market Surveillance

__ Products anisations
BEASA —_ TECR sfEN ] ]
Airworthiness of Organisation
Type Design Approval
EASA or National Aviation
L Certification / approval Authority

In service / operational phase

Monitoring of operational performance bt of . o
Systematic collection and review of data o Oversight of approved organisations

Airworthiness reviews with design organisation (EASA/NAA)
EASA’s design organisation surveillance team -
o Standardisation across EU

Corrective Actions if necessary : - :
o Audits and findings with follow-up to resolve

Airworthiness Directives (ADs)

Safety Information Bulletins (SIBs) non-conformities




ARE YOU READY FOR CRA?

Q&A

5 minutes

(only the participants present in the conference room)
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All: 3 min

TAKEAWAY:

[Member State Representative] [Technology Provider]

Cybersecurity regulation offers the great opportunity to increase
the level of cybersecurity in Europe, from critical services to
consumer products. Security can become a unique selling point.
It needs to be economically viable, meaning consistent across
the legislative landscape and cost effective. Given that,
cybersecurity regulation can even become a driver for new
technologies like Al, which otherwise might be considered as too
risky. Volkmar Lotz

“Like a safety net, cybersecurity regulation will give us much
needed security by closing gaps and addressing current
challenges. Nobody can solve the issues in the field of
cybersecurity alone. We all need to work together in order to
deal with current and future challenges. Let’s join forces in
the standardisation processes to make sure we are all set for
the future. ” Christin Hartung-Kuemmerling

[Regulator ]

Like a well-crafted flight plan, regulations navigate us through turbulence and shapes the course of the
industry. They bring challenges that test our resilience and opportunities that propel us to new heights.
Embrace the evolution, because in regulations lies the roadmap to a more secure, fairer, and
innovative digital landscape... and safer skies. Davide Martini

*
*

40|2nd ENISA CYBERSECURITY MARKET ANALYSIS CONFERENCE- 29 September 2023 * efﬁsa



	Panel: �EU REGULATION AGENDA AND ITS IMPACT ON THE CYBERSECURITY MARKET
	Slide Number 2
	Slide Number 3
	I. Risks to the resilience of supply chains 
	Supply Chain Security is a topic in multiple different regulations
	SBOM as a CRA requirement
	Slide Number 7
	The software industry depends on Open Source
	Open-Source Supply Chain Model�Systems, Roles & Interactions
	Taxonomy of Open-Source Software Supply Chain Attacks
	Slide Number 11
	Aviation is a System-of-Systems
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	II. Market impact (current regulatory framework) + lesson learned from aviation
	Slide Number 18
	Overview of the EU regulatory framework
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Excerpt from the current regulatory framework for Cybersecurity
	Slide Number 25
	Some European Legislation related to security and privacy
	Observations
	Slide Number 28
	Slide Number 29
	Slide Number 30
	III. Are you ready for CRA?
	Are you ready for the Cyber Resilience Act?
	Slide Number 33
	CRA readiness from software vendor’s and SaaS providers perspective
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Takeaway:���

