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““ThoseThose physicalphysical resourcesresources, , servicesservices, , andand

informationinformation technologytechnology facilitiesfacilities, , networksnetworks andand

infrastructureinfrastructure assetsassets whichwhich, , ifif disrupteddisrupted oror

destroyeddestroyed, , wouldwould havehave a a majormajor impactimpact onon thethe

citizenscitizens´́ healthhealth, , safetysafety, , securitysecurity oror economiceconomic wellwell--

beingbeing, , oror onon thethe effectiveeffective functioningfunctioning ofof thethe

governmentgovernment””

CRCRIITICATICALL INFRASTRUCTURINFRASTRUCTUREES : DEFINIS : DEFINITIOTIONN
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SecuritySecurity isis a a basicbasic human human needneed

PublicPublic securitysecurity isis anan exclusive exclusive responsibilityresponsibility ofof thethe StateState

CICI protectionprotection isis responsibilityresponsibility ofof

StateState

CI CI operatorsoperators

CERTsCERTs (ICT (ICT scopescope))

CitizensCitizens (ICT (ICT scopescope))

CI CI protectionprotection can can onlyonly be be providedprovided ifif eacheach andand everyevery actor actor acceptaccept

theirtheir responsibilityresponsibility

CICI

SHARED  RESPONSIBILITYSHARED  RESPONSIBILITY
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InterInter--DepartmentDepartment CooperationCooperation
CoordinatedCoordinated by CNPICby CNPIC

Legal Legal measuresmeasures

DraftDraft ofof a a nationalnational strategystrategy

PPermanentermanent WorkingWorking--GroupGroup

REQUIRED ACTIONSREQUIRED ACTIONS
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CIPCIP

Intnal. 

Coord.

Stakeh.

Coord.

Deptm.

Coord.InternationalInternational CooperationCooperation
EPCIPEPCIP

EssentialEssential forfor ICTICT

CooperationCooperation withwith stakeholdersstakeholders & agencies& agencies
CERTsCERTs coordinationcoordination --> > ESES--CERTCERT--CCCC

SectoralSectoral WorkingWorking--GroupGroupss

InterchangeInterchange ofof informationinformation & & proceduresprocedures

Legal Legal bindingsbindings & Best & Best PracticesPractices: : 

SupervisionSupervision by CNPICby CNPIC



CIP STRATEGIC PLANCIP STRATEGIC PLAN

CIP’s STRATEGIC PLAN

CIP’ SPECIFIC ACTIONS

EARLY WARNING 

AND RESPONSE
RECOVERY AND 

RECONSTRUCTION
RISK ASSESSMENT

CIPCIP’’ss STRATEGIC PLAN ELEMENTSSTRATEGIC PLAN ELEMENTS
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LEGISLATIVE AND 

BUDGETARY MEASURES

INTERNATIONAL

COOPRATION

RESEARCH &

DEVELOPMENT

AWARENESS AND

EDUCATION

GLOBAL ACTIONS



OWNERS & OPERATORSOWNERS & OPERATORS
SpecializedSpecialized workingworking groupsgroups (CIIP WG)(CIIP WG)

MeetingsMeetings forfor thethe identificationidentification ofof CICI

Informal Informal relationshiprelationship

STRATEGIC PLAN IN THE FIELDSTRATEGIC PLAN IN THE FIELD
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STAKEHOLDERS & AGENCIESSTAKEHOLDERS & AGENCIES
InterInter--Ministerial Ministerial comissioncomission

InterInter--DepartmentalDepartmental workingworking groupgroup

NominationNomination ofof representativesrepresentatives ((SectoralSectoral POCsPOCs))

DesignationDesignation ofof expertsexperts forfor specializedspecialized meetingsmeetings

LAW ENFORCEMENT UNITSLAW ENFORCEMENT UNITS
BeingBeing partpart ofof thethe CIIP CIIP workingworking groupgroup

InformationInformation sharingsharing

HelpingHelping in in thethe infrastructuresinfrastructures’’ assessmentassessment



EnergeticEnergetic

Nuclear Nuclear IndustryIndustry

ITIT

TransportsTransports

WaterWater //sewagesewage

FoodFood

HealthHealth

FinancFinance / e / bankingbanking

CheChemicamicall IndustrIndustryy

SpaceSpace

ResearchResearch

AdministrationAdministration

STRATEGIC SECTORSSTRATEGIC SECTORS
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SubsectorsSubsectors??

SegmentsSegments??



STRATEGSTRATEGIC INFRASTRUCTURIC INFRASTRUCTUREESS

NATIONALNATIONAL CATALOGUECATALOGUE
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BasedBased onon whichwhich thethe CIPNPCIPNP isis settledsettled

InteracInteractiotion n withwith otherother actorsactors: : ““LivingLiving”” ccatataaloglogueue
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CATALOGUECATALOGUE’’SS DEVELOPMENTDEVELOPMENT

CNPIC
CENTRO NACIONAL DE PROTECCIÓN                                                               

DE INFRAESTRUCTURAS CRÍTICAS



CNPIC
CENTRO NACIONAL DE PROTECCIÓN                                                               

DE INFRAESTRUCTURAS CRÍTICAS

PROTECCIÓN DE INFRAESTRUCTURAS CRÍTICAS  |  MINISTERIO DEL INTERIOR

ACTIONS IN COURSEACTIONS IN COURSE



GOALSGOALS

CoordinationCoordination atat nationalnational levellevel

CommunicationCommunication atat internationalinternational levellevel

KnowledgeKnowledge aboutabout cybercyber incidentsincidents

SupportSupport lawlaw enforcementenforcement

EfficientEfficient response response toto incidentsincidents onon criticalcritical infrastructuresinfrastructures

COOPERATION WITH COOPERATION WITH CERTsCERTs
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WHY?WHY?

Actual knowActual know--how how aboutabout cybercyber--incidentsincidents

DedicatedDedicated andand specializedspecialized in in thethe ICT ICT incidentincident
responseresponse



Assessment Prevent

DetectResponse

MinistriesMinistries

OwnersOwners

OperatorsOperators

CERTsCERTs

SecuritySecurity TeamsTeams

CERTsCERTs

SecuritySecurity TeamsTeams

OperatorsOperators

CERTsCERTs

LawLaw EnforcementEnforcement

CyberCyber--CrimeCrime

CIIP LIFECYCLECIIP LIFECYCLE



ItIt’’ss basicallybasically a a coordinatingcoordinating agencyagency

ThreatThreat & & risksrisks assessmentassessment

CataloguCatalogue e ccustodyustody

Supervision & participation on  projects, Supervision & participation on  projects, 
research & funding research & funding programmesprogrammes

Open channels of information, communication,  Open channels of information, communication,  
coordination & alert with:coordination & alert with:

CERTsCERTs

OtherOther departmentsdepartments

StakeholdersStakeholders andand agenciesagencies

PolicePolice ForcesForces

InternationalInternational counterpartscounterparts (POC)(POC)

CNPIC  MISSIONSCNPIC  MISSIONS
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