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Securing Europe’s Information society
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EU Policy Context

EU Cybersecurity 
Strategy

Digital Single 
Market Strategy

Strengthening Europe’s Cyber Resilience System and 
Fostering a Competitive and Innovative Cybersecurity 

Industry

Network and Information 
Security Directive

General Data 
Protection Regulation

Proposal for a Regulation on 
Privacy and Electronic 

CommunicationseIDAS Regulation
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ENISA activities in GDPR

Personal 
Data Clouds

Big data privacy
Right to be 
forgotten

Crypto

Security of 
personal data

Privacy Enhancing Technologies

Transparency, control, 
new user rights

Personal data breaches

Certification, Seals & 
Marks
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A data protection framework 
commensurate with risk perceived

Risk acceptance 
may not be 

possible

Mitigating measures

Reconsidering processing operation

Consultation with DPA

Risk 
communication

Risk assessment

Risk treatment

Content and nature of data processing

Data subjects

Data types

Data subjects & recipients

Data processing environment & means

Purpose
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Big data, IoT: what could possibly go 
wrong?
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Your hosts for the day



88

Today’s outlook

01 SME preparation to raise up to the challenges of GDPR

02 Security measures for SMEs

03 Personal data breaches

04 Principles of “By Design” and “By Default”
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