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~enisa, - Sa@curity at the Digital Cocktail Party

x Security Agency

Social Networking meets IAM
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* *
¥ enisa

What I’'m going to talk about

» Social Networking and its benefits

» Social Networking is an Identity Management
System

* But not always a very good one
» Key vulnerabillities
 Attacking the vulnerabillities at the root

» Stop Press — portable data — social
networking sites as Identity Providers

o10011000101001000110010111010001011 07 103

—
— o —
—

OOI OOIOOCJ { www.enisa.europa-eu -

©001100101



“wia  Social Networking — Digital
Cocktail Party

* Define my profile (define
myself online- interests,
skills etc...)

* Define relations to other
profiles (including some
access control)

 Interact with my “Friends”

via IM, wall posts, bIo%s.
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* *
¥ enisa

“-—  Soclal Networking Plus Points

» “Social Capital” has been shown to reduce
crime

* More privacy than a blog — restrict your
data within your network.

« SN Is an IDM tool

 Discovery of like-minded individuals and
business partners.
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2. Social Networking Plus Points

» Social Networks business
benefits

—Increase interactivity
—EXxploit the value of relationships

—Publicise and test results in trusted
circles

—Develop circles of competence
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ldentity Management System

» Storage of personal data
* Tools for managing how data is viewed

» Access control to personal data based on
credentials.

 Tools for finding out who has accessed
personal data.
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ldentity Management System

» Storage of personal data

* Tools for managing personal data and how
it's viewed

» Access control to personal data based on
credentials.

 Tools for finding out who has accessed
personal data.
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,**;;‘;ng Social Networking is an ldentity
L Management System.

LOTS of Juicy Personal data:

Recognise these from somewhere?

(a) Racial or ethnic origin

(b) Political opinions

(c) Religious beliefs

(e) Physical or mental health or condition
(f) Sex life

(EU Directive 95/46 — definition of sensitive personal data)
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ldentity Management System

« Storage of Personal Data

* Tools for managing personal
data and how it’s viewed

» Access control to personal data based on
credentials.

 Tools for finding out who has accessed
personal data.
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e Tools for Organising my personal data

Profile =dit Friends v Networks v Inbox v home account privacy  logout

Edit Album — Random photos

Search ~

1, ‘ Add More | Organize | Edit Info l Delete Back to album
Applications edit

Photos Caption: Richard the cat Type any name or tag:

n Groups I

E Events or choose a person:

Marketplace
L] Currently Reading

™ Giles Hogben (Me)

e In this photo: Mo one. L] Ay
Click on people in the photo to add [_ ANNaEh AR
[ Brandonm This is the album cover,
I pavidEnme Delete this photo,
I Francoisedmm@hosme

Caption: I Greq SiE%Ms
L Hans ‘s kpstgae
l- 'l:mnrw

L],

In this photo: Mo one.

Click on people in the photo to add them,

T This is the album cover.
I Delete this photo.
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2= |dentity Management System

» Storage of Personal Data

* Tools for managing personal data and how
it's viewed

* Access control to personal data
based on credentials.

 Tools for finding out who has accessed
personal data.
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Profile =dit Friends » Inbox (4} ~ horne  account  privacy  logouk

search v & Privacy » Profile
m Contact Information |
Applications edit
@] Phaotas :
Basic Info
2L Groups
5] Events & Who Can See This?
bl
Marketplace e
3 Currently Reading Friends (2]
# Compare People { Friends of Friends
My friends and their fiends can see this,
. Trusk Yaou
= Only Friends
T more Only Friends can zee this,
Mudikd SMS Networks [?
:;. _ "\' Fulknl! . More of My MNetwarks =
Bulker yia amossupdyn
VML) MERDTI, & Except These People
ETeiATE pobia sms pe eviaia [2]
amafzpry spEondr) yio kads
alkTuD, and 0,047
FUp Sms [?]
Mare Ads | Advertize (2]
[?]
Friends @ My hetworks and Friends ;I [?1
Wwall & My MNetworks and Friends =l =
Education Info & | Custom =l =
A Only Me
Edit Cuskom Settings. ..
Work Info @ Custom =l =

A Only Me
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Tools for managing access

Luropean Network
o fefarmstam

based on credentials

& Privacy

Profile »
Zontrol who can see your profile and personal information,

Search »
Contraol whio can search for wou, and how yiou can be conkacked,

News Feed and Mini-Feed »
Zontrol what stories about wou get published ko wour profile and to your Friends’ Mews Feeds,

0 »

Applications »
Zonkral what information is available bo applications you use on Faceboal,

2oL
e

Block People Person

If wou block someone, they will not be able ko search for m
woll, see your profile, or contack wou on Facebook, Ay

kies wou currently have with a person wou block will be

broken (friendship connections, relationships, ek,

B gdwvertisers  Businesses Developers About Facebook, Terms  Privacy I-)0101
~E<WULO00O1! www.enisa.europa.eu _ e~




ldentity Management System

» Storage of Personal Data

* Tools for managing personal data and how
it's viewed

» Access control to personal data based on
credentials.

* Tools for finding out who
has accessed personal data.
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Wanna see who's been checking out

your Hidepeee profile?

Well now you can spy on everyone who checks out your &hysg-smm profile with
the FREE Who's on®iyspam tracker! Use it to:

v Seeif your ex bffgf or a girlfguy you have a crush onis still checking youw out!
v Find out if someone creepy is stalking or snooping on you
v Track everyone who visits your profile

Do not have an account 7 Already a registered user 7
Step 1: Reqgister for a FREE account Usemame: |
Password: |
Step 2: Insert the gassesen Drofile ogins |

snoop code into your e profile

Forgot vour password 7

Step 3: Track EVERYONE who visits
vour SN rofile!l (see the

screenshot below for an example)

Who sees your page ? People Counting Solutions
Find out with web-Stat, Install in Warld beating Custorner and Visitor
rminutes, Free trial ! Counting Saolutions

Ads by Google

Visitor Access Time ¥

1. r J BootvFull Mar 11, 12:50

4 Mext % Brevious || Highlight all [~ Match case

I@z Firefox - @2 Micrasoft OFF, .. vI ToR_InterestGra,,, | = Copernic Deskkop, ., | @ Microsaft PowerP. ., | I | Search Deskiop pel II\




enisa Social Networking is an
ldentity Management System.

But not always a
very good one

-
— —
— — " —

—

4

=—1810001100101
10010010001( www.enisa.europa.eu - B

——
-\\_



Inappropriate (and often

- Irreversible) Disclosure

(Face
obscured
by me)

B - -

www.enisa.europa.eu -
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10 Minutes’ Surfing of
. Myspace - Example

28 myspace”
a place for friends

T Back MySpace,.caom | rs5 | zign in

How could T have bumed
aradise? -

Wednesday, July 05, 2006

hawve you ever...?
Current mood: ie) devious

Category: Duiz / Survey

Last Updated:
Dec1, 2006

Send Message

Instant Meszage
Ernail to a Friend

Subscribe

Gender: Female
Status: In a Relationship

Age: 19 11. Drowve a car? no
Sign: Sagittarius 12, Danced in front of your mirror? yes
13, Gotten a hickey? ves
City: PAW PAW 14, Been dumped? yes

State: Michigan 15. Stolen money from a friend? }fES—

Country: U= . . .
16, Gotten in a car with people you just met? yes

Signup Date: 03/09/06 17. Been in a fist ﬂght? YES —

18, Snuck out of your house? yes
19, Had feelings for someone who didn't have them back? yes

20. Been arrested? yes A ——————————————
100100100,
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e Inappropriate Disclosure

Financial Crime Director at Barclaycard
Milton Keynes, United Kingdom | Security and Investigations

Jim Oakes CFE [Fearuaen] [ I
429

Current: Financial Crime Director Barclaycard at Barclays Bank PLC; Managing Director at Financial
Crime Risk Ltd; Vice President at Association of Certified Fraud Examiners
Past: GE Money Home Lending; Abbey National PLC; Citibank - Citigroup;... see more

Groups: Forbes Forbes Forbes Forbes ],,,m.,m

Maria Mercurio o
Head of Marketing and Communication at Barclays Bank PLC 23
Milan Area, taly | Banking 25

Current: head of Mktg&Com at Barclays Bank PLC (GRCE ltaly); Head of mktg and comms at
Barclays PLC; Head of Marketing and Communication at Barclays Bank PLC
Past: Mediolanum Spa; mediolanum

Joanne Bell @
Investment Advice for High Net Worth Individuals & Business Owners
United Kingdom | Banking 165

Current: Private Banker at Barclays VWealth, Barclays plc; Frivate Banker at Barclays Bank
Past: Arbor Ventures; Razorish; i-Cube (Integration International... see more

Groups: nm
LLION UK

Rob Juxon
Associate Director, Barclays Private Bank

London, United Kingdom | Banking 157

Current: Private Banker at Barclays VWealth (Private Bank); private banker at Barclays Vealth
Past: JP Morgan; Morgan Stanley; HM Forces



Digital Cocktail Party




! enisa

* Secwity Apency

It’s OK because only my network
can see my profile data
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Access Control Based on
o Credentials?

Account & Settings Go Back to Account & Settin

Account Options

Select an Pro B Y
Accﬂunt T}‘pe: \eiﬂlpub'-':.h.-'. e
Cost per month $200 per month Recruiting * HR
Research * Sales
| 9
Receive Requests for ’ 40 at a tirme The anly thing more

Introductions :
ul than wour network
coordinated team

Send Inhdails™ 50 per month r;l—'[" o ur'!g multiple

Al | ctuork results (7 200 per search Learn more. .

~001100101




J enisa Low friending thresholds (poor
fadhe authentication)

SGPHDS Products Support Security About us Partners g

In this section Home : Press office » Mews archive » Adicles » 2007 « 08

Journalists' guide 14 August 2007

Mevwws archive

Talk to our experts Sophos Facebook ID probe shows 41% of users happy to reveal all to potential
identity thieves

i. I ¥ =
ﬁi ﬁ @ﬂ Research highlights dangers of irresponsible behavior on social networking sites

Sophos, awarld leader in IT security and contral, is warning sacial

Fres= contacts ! . )
netwarking users afthe dangers of allowing stranders to gain access to

Resources their anline profiles, following nesy research into the risks of identity and
Sophos Podcasts inforrmation theft occurring throuah global phenomenon Facehook,
Sophoslabs blog

Ccampiled from a randam snapshot of Facehook users, Sophos's research
Customer caze studies showes that 41 % of users, mare than twa in five, will divulge personal

Free antiovirus information - such as email address, date of hirth and phone number- 1o 3
Wikite: papers complete strandger, greatly increasing their susceptibilite to 1D thet.

Aavards and revieves
Incustry attilistions

Image gallery

Tao coincide with the research, Sophos has also pohlished a best-practice
uzer guide for behaving securely on Facehook, which reportedly signs up

Info feads 100,000 new Users every day.
E) Security news The Sophos Facehook ID Probe involved creating a fabricated Facebook 3
EY Comparry neves arofile hefore sending out friend requests™® to individuals chosen at random i 1 k

) from across the globe. To conduct the experiment, Sophos set up a profile 41% of people agreed to become
EY security news page for Freddi Staur (an anagram of 10 Fraudster), 3 small green plastic Facehook friends with Fredel
EY Campany news frog who divulged minimal personal information about himself. Sophos then 3taur, leaking perzonal data.

sent aut 200 friend regquests to ohsene how many peaple would respand,

. - . .
Wit sre Info feedss and howy much persanal infarmation could be gleaned fram the respondents.

"Freddi may ook like a happy green frog that justwants to be friends, hut actually he's happy because he's just



COMPUTING IN THE REAL WORLD

‘EEARCH FOR: |

NEWS

Latest Mews
Hot Topics
Mews Archive

FRODUCT REVIEWS

Latest Reviews
Feviews Archive
Labs

A List

AMALYSIS

Columns
Features

RealWorld Computing

Research Papers

INTERACTIVE

IT Farums
Competitions
Scraphook
Fro Sweep

JOBS
CareerBuilder

SHOPPING

Dieal of the Week
Bookshop
Classifieds

DOWNLOADS

Business
Graphics
Desktop
bdrisir

IN: AllIT Sites

Home = Mews

News r=u:
Friday 5th October 2007

Man jailed for adding wife to Facebook friends
10:0EAM, Friday Sth October 2007

A hushand whao was banned from contacting his wife
following their splitwas jailed after "accidentally” sending
her a message on Facehook.

Dwlan Oshornwas ardered by the courts not to contact
his ex-pantner, Claire Tarbox, after barraging her with
phonecalls and text messages atter they broke up,
repotts the The Daily Telegraph.

Howwever, after joining Facebook to view the wedding album of a friend, the social
hetwarking site automatically sent a "friend request’ to every narme on his email
list, including that of Tarkhox,

Thaough Qsharn claimed ta have no knowledge of the regquest, his ex-parther
reparted hirm to the police who subseguently arrested him forviolating the
conditions of his hail.

He spentthree days in prison before being released after a plea for clemency from
his solicitor. Oshaorn blamed the wehsite's sign-in procedure for the error. |
certainly hadnt intended to contact my wife, | didn't even know she had a Facehook
account To be honest, | dont think the judge understood how it works either," he
tells the Telegranh.

"People an Facehook should he careful - this could easily happen to sameaone
alze "

Qsharn has been released on conditional bail and faces sentencing later this
rmonth.

Stuart Turtan

Submitto: Digg | Slashdaot | Delicious | Technorati

j Advanced Search | Guest Level00 [ | Register | Logi

Compare Broadband

Broadband?

Compare 50+ packages
Erter your postoode below:

| ol

: L
owered byt {5666 dband

ADVERTISEMENT

Latest Mews

Apple bricks developers’
iPhones

Goagle Earth highlights refugee
Might

Microsoft fixes Windows
araphics bugs

Spammers employ humans to
break email tests

Flickr video meets mixed
reaction

EMC acquires old favourite
lomega

Microsoft offers 14,000 pages
of traidle secrets

Microsoft "Mundered” with
Yahoo threat



Only my friends can see
my data?

Most users don’t realise the size of their audience.

* Only Everyone in the London Network?

* Only Everyone who pays for a LinkedIn
Pro account?

* Only Everyone in your emaill address
book?

* Only Social Network employees?

* Only anyone who's willing to pay for
behavioural advertising?

* Only Plastic green frogs?
xmoo\1000101001000110010111010001011011 01 =
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* Secwity Apency

It's OK because I don’t use my
real name?
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ot Data mining tools

Profile edit Friends v Networks » Inbox (1) - home  account  privacy  logout

facebook

Search - Allow MyFacelD extended access to your Facebook The Developer's Description
| E account?
MyFacell, being skill in
Applications edit development, is an aukomatic
line Facial recognition service
= an ’
which we hope help vwou find new
Photos B MyFacelD hich we hope help you find
L croups bvBetaface friends, organize your pictures,
Evente and get a bit of Fun on the way.
Marketplace This application is requesting extended access to unrestricted More Information about MyFacell
3 Currently Reading photo uploading. Your approval will not be required each time new
B compare Peaple photos are uploaded or modified.
. VB o [w: allows MyFaceID to upload or modify phokos without my approval each
T More Lirne

Adwertize on Facsbook MyFacelD was not created by Facebook. You should only grant access if

woul brust this application with these privileges,

+] Authorize MyFacelD
Afraid of abuse by this application?

ar cancel Block, MyFacelD

Facebook @ 2008 Advertisers Businesses Dewvelopers  About Facebook Terms  Privacy Help

acelD application ' our photos,

00110001010




* *
! enisa
Sesmebeeh
Secwity Apency

Welcome to MyFacelD, your personal facial recognition service!  Logo

MyFacelD

BETA ’ Horme H Search H People
My Profile Find someone:
My Faces R
b lineees who look like a person in my tags: | George Bush ;‘ search | Evenavhere ;l

or as (start typing name): | gender IMaIe 'I

i
|
|
i ethnicity I Caucasianfhite ;I
|

George Bush

Brow | Best matching people:

random Gender

Chevy Chase




* Secwity Apency

It's OK because I can delete my
embarassing revelations?

== 1107,

- -, |
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. W Lock-in — the Hotel California effect.

Secwity Apeny

"Soclal Networking is like the
Hotel California. You can check
out, but you can never leave”

Nipon Das to the New York Times
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* Secwity Apency

« Caches
 Internet archives

« "Disactivation” of the
account

e Delete comments from
other people’s walls?
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— <101,

—_
— — — ~~
—— —

=+Y001100101

10010010001(*5 www.enisa.europa-u - \



* Secwity Apency

It's OK because I use the privacy
settings?
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The BBC’s flagship technology programme
BBC NEWS Faage last updated at 01:59 GMT, Thursday, 1 May 2008 02:59 UK

Clickl E-mail this to a friend & Printable version
aboutthe  Tantity 'at risk’ on Facebook
programrme

Archive By Spencer Kelly
Buyers' guides Presenter, BBC Click

Inbox  parsonal details of Facebook

Meet the team  ;sers could potentially be
MORE PROGRAMMES StOIEﬂ, the BBC technologv
Digital Planet Programme Click has found.

More...

The popular social networking
site allows users to add a
variety of applications to their

(») WATCH NOW

BBC News 24 - Sat 11:30, Sun

profile. _ ; 04:30, 11:30, Mon 00:30

e !:'.- cebook has millions of users A short version during BBC
But a maIIC.IOUS program, H:r-:'u-:1h|:xutI:he I-.T,l.;.r].jl Breakfastis shown on:
masquerading as a harmless BBC News 24 & BBC One - Sat
application, could potentially harvest personal data. 06:45, BBC News 24 - Sun 07:45
Facebook says users should exercise caution when adding TAEERART

»
applications. Any programs which violate their terms will be Have ‘your say

removed, the network said.

SEE ALSO
5 2 * Click's Facebook security advice
Stealing details 01 May 08 | Click
4 .
Facebook is the darling of the moment, allowing friends to [?1&?1'.3ii—?;gblo?}:(]i.:isponse

stay in touch, post photos, and share fun little games and ¥ Facabook to track DIt Sispaes

quizzes. And it also lets you keep your details private from the 25 apr 03 | africa
rest of the world. Or at least that is the implication. » Personal data privacy 'at risk'
21 Feb 08 | Business
TYEOBLY.., ISORL Y * Learning what makes Facebook
tick
Searth [.f‘ﬂ‘“d"." 21 Apr 08 | Technology
8 e i gk ' Parents' views on social networks
ety o e 02 Apr 08 | UK
0 e ¥
R et s RELATED INTERNET LINKS
I8 o p o PeamabAaal
- irmm F-j ce tl (u]n] L
Rl The BBC is not responsible for the
Lithe content of external internet sites
z P el W CLICKTO PLAY :




i The usual suspects - exaggerated
by Social Networking

 SN-based Spear phishing and corporate
espionage

* Profile-squatting/theft

 Huge amounts of time wasted on
corporate bills.

— Global Security Systems estimates that SN
costs UK Corporations 8 billion Euro every
year in lost productivity (infosec 2008)

xmoox1000101001000110010111010001011 01101 =
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i The usual suspects

« SN Spam

« XSS, widgets and other bad programming
threats.

» Extortion and bullying

* SN Aggregators — one password unlocks
all

,100010100100011001011101000101101101 T
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o i The usual suspects —why they

peon Metwork
2 poth "

= do more damage

* The usual-suspects (Cross-site scripting,
SPAM, Social Engineering etc...) do more
damage because:

— SN gives away the relationships for free
— SN is highly viral

xoxoo11000101001000110010111010001011 01101 8
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o Why? The root cause

The value of the network (e.g. 15
billion US$ and counting) is:
— Its personal data

— Its ability to profile people for
advertising

— Its ability to spread information
virally

We need to break the lock-In
effect.

010011000101001000110010111010001011 01 103
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! enisa Economic success is inversely proportional
e to strength of privacy settings

Speed of spread
=> Economic and
Social Success

v
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et Attacking the root cause: take-

Luropeon Network
et any

o home messages 1

* Break data monopolies to improve privacy and
security:
— Standardised portable networks (checking
out of the Hotel California and going to
another one)

— PLUS Portable, standardised access-control
and security (with a secure briefcase).

— Privacy and anonymity tools for social

networks Better authentication and
E—— 0100011001011101000101101101 8

"""""""
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Nice idea but where's the
business model?







Stop press — new
developments

¥ enisa

Network

 The big players embrace data
portability and portable
authentication...

« Social Networking takes another step
in the direction of IAM.,
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Preview release signup

Google

Friend Connect

Getting started Grow traffic when friends connect on your site
Introduction Google Friend Connect lets you grow traffic by easily adding social features to your website. With just a few snippets of code, you
Mare infarmation deeply with your site.

Example sites

Sign-up for preview release

Attract more visitors, Yisitors bring along friends from soc
others to interact on your site.

Enrich your site with social features. Choose engaging
gadgets pravided by Google and the Openzocial developer

No programming whatsoever. Just copy and paste snip
Friend Connect does the rest.

G:}ﬂgle i
Friend |
Connect

hore infarmation. ..

Flegse note: this is 2 preview release. (Soogle Friend Connect is being made avallable to g imded number of site owners as it ar
are interested in paricipating, please fill out this shart form, You will be notified if yvou are aporoved as a partner.

Copyright @ 2008 Google, Inc.



i Based on Open IAM
o compatible standards

Sign-in
Openld




* enisa

Friend Connect

-
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¥ enisa

“= Google Friend Connect

. Sign-in with an existing Google, Yahoo,
AIM, or OpenID account
. Invite and show activity to existing

friends from social networks such as
Facebook, Google Talk, hi5, orkut, Plaxo,

. Browse member profiles across social
networks

010011000101001000110010111010001011 01 103




facebook DEVELOPERS I

Get Started Documentation Resources Tools News

NEWS

Archived Posts . Announcing Facebook Connect Recent News

2008 12:32pm Fricay, May 9 New Profile Design
June (5) Published by Diave Morin Update, and New
May (11) At Facebook, we're committed to enabling people to communicate and Metrics
fpril (7) stay connected wherever they go. June 17, 2008
f8 '08 is coming ....
March (7) In August 2006, we inroduced the first version of the Facebook API, Tne 12, 2008 g
February (9) enabling users to share thelr information with the third party websites ' 1
January (11) and applications they choose, Hundreds of companies have leveraged Facebook at Graphing
007 these APIs, alowing users to dynamizaly connect their identty Social Patterns!
information from Facebook, such as basic profile, friends, photos June 5, 2008
Decermber (5) , , _ .
5 information and more, to third party websites, as well as desktop and Clarifying Application
Movember (S . . ; i
G) mobile applcations. Authorization Changes
October (10) June 4, 2008
Sesinlber () In May 2007, we launched Facebook Platform, which alowed third party
developers to build rich sodal applications within Facebook, Mare than Happy Anniversary
August (5) 350,000 developers and entreprenaurs from 225 counries have signed (and Facebook Open
July (2) up, and started developing applications, and have seen significant Platform)
June (1) adoption by Facebook users worldwide, June 2, 2008
May (2 ini
ay (2) Today we are announcing Facebook Connect. Facebook Cornect is the Stree_lm Il.nmg
April (1) N " L Application
next iteration of Facebook Flatform that alows users to "connect” their . .
I . . o Authorization
March (3) Facehook identity, friends and privacy to any site, This wil now enable May 30, 2008
February (3) third party websites to implerment and offer even more features of J
Janvary (3) Facebook Platform off of Facebook — similar to features avalable to Facebook Platform Live
third party applications today on Facebook., & Interactive at GSP
2005 East 2008
Movernber (1) Here are just a few of the coming features of Facebook Connect: May 29, 2008
OB (2] Trusted Authentication Creating Feed Stories
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Lgust (2)

Here are just a few of the coming feahures g

facebook
Trusted Authentication

Users will be able to connect
their Facebook account with
any partmer website using a
frusted authentication
method, Whether at login, or
arnywhere else a developer
wollld like to add social
context, the user will be able
o authenticate and connect

facehnoak Connect Digg with my Facebook account

gy [ facebook

Currently logged in as:
John Smith (Switch User)

W Allow Digg to know who | am
and access my information

[ Always remember me on
Digg

their account in a trusted environment, The
control of the permissions granted.

_Cancel |
Real Identity
Facebook Users represent themselves with their real names and
real identities. With Facebook Connect, users can bring their real
identity information with them wherever they go on the Web,
including: basic profile information, profile picture, name, friends,
photos, events, groups, and more,

Friends Access

Users count on Facebook to J SE M

stay connected to their _ _
. . . Digy vour Friends
fﬂemdS aﬂd fam [ |l':-"' Wlth A= H | Lonncck your Facchoo+ account to Ligg

g Lredk of whiat your fricnds have
Facebook Connect, users can et o et
fake their friends with them Connect with Facebook
wherever they go on the Topin All Topics ' news videos imeges

Web, Developers will be able 2425 H _Mttle <12 vs Tuza Flayer
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MySpace Embraces Data Portability
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EY;_E’:T:ES HEVZESDSSTE'“- computemerid, ][5 Travel Deals e-mail newsletter
uplizhed: ay o,

SIGH TN TO E-MAIL k. Sign up for travel dealz and dizcourts on airfare, hat

. . DR SAVE THIS tranzportation and morel
Iy Space Thursday unveiled its response to one of the most = a | Sian Up
PRINT Sign Up
contentious issues surrounding social networking - information Ses Sample | Privacy Policy
portability with a new project that allows its users to share content Yn&%ﬂl
from their profiles with any Web site. Content from this site web site i
The new MySpace Data Availability project is its first in a bIDCkEfL
More news from IDG geries of initiatives by the company to support data ad.doubleclick.net
- CI0 - Business Technology . , ,
Leadership portability, allowing users to take the content they create in
- Computerworld - News & Top  one network and easily add it to other sites, MySpace sald.  pjagee contact ENISA [T Support if you neec
stories on Software, Hardware,  Until now, social networking sites like MySpace have assistance. Thank you secured by eSate
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Right essentially lock their users into their own site.
* Wetwork Tlorld - Software,
Hardware, Electronics & Iy Space said that it has signed agreements with ¥ahoo,
Gadgets eBavy, Photobucket and Twitter to participate in the project.
2Lay, F F Pra]
* The Industry Standard

Cver the next several weelks, MySpace users will be able to
add their MySpace data to those sites with the clicl of a
button, noted Chris DeWolfe, CEQ and cofounder of MySpace.

"\We are pioneering a new way for the global community to integrate their social

community experiences Web wide," DeWolfe said, "Today My Space no longer operates as
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Or does

.

%3 Facebook suspends participation in Google's Friend Connect || The Social - CNET News.com, - Mozilla Firefox
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the social

a blog by Caroline McCarthy

May 15, 2008 12:13 PM POT

Facebook suspends participation in Google's
Friend Connect

Posted by Caraline McCarthy 1 comment

This post was updated at 3:17 P with comment from Google's David

faCEbOOk Glazer.

A post Thursday on Facebook's developer blag explaing that the social
network has suspended participation in Google's "Friend Connect” project, citing a violation of its
internal terms of service.

"Mow that Google has launched Friend Connect, we've had a chance to evaluate the technology
the post by Facebook employee Charlie Cheever read. "We'e found that it redistributes user
information from Facebook to other developers without users' knowledge, which doesn't respect

it?

v B ' facebook suspends googls

aises concerns Lagin | Sign up Why join?
Advanced
Mews b search

ad bClick to Save up to $300fyr on calls

Video | MyMNews

w ad Feedback

the privacy standards our users have come to expect and is a violation of our Terms of Service.” About The Social
CHET Mews.com's Caroline McCarthy is a downtown
In ather words, while Facebook users would manually opt in to Friend Connect, they would not Manhattanite who believes that, despite popular opinion, the

have control aver the third-party sites that would then use Friend Connect through Google's AP

Weh can actually help your social life. She's happily addicted
ta fun =ocial media tools from Twitter to Yelp ta Faceboak,

"Our terms of sewvice, for privacy reasons, have always forbidden redistribution of ather Facebook sends an inordinate number of text messages, and has a
information that an application takes " Facebook chief privacy officer Chris Kelly said in an tendency to waste time at the office reading restaurant

interview with CHET Mews.com Thursday. Far example, "where applications have tried to use blogs. Here, she

explores all facets of the Web's gregarious

side, as well as the unigue tech culture in her home city of

Facehook data and pass it to third-party ad targeting netwarks to target their ads, we've shut bl 1s e N
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Take home messages

Social networking applications
will soon be big players in the
Identity Management Space
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! enisa_ Take home messages

 Create clear corporate policies on social
network usage inside AND out of the
office. E.qg.

Clearly define which corporate data is not
permitted on social networks.

- Recommend privacy settings to be used on
networks

- Conduct awareness-raising campaigns

- Hours where SN usage is allowed enforced
by firewall.
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i R Take home messages

» Soclal Networking as a trust infrastructure:
we can use the network to

— Authenticate people
— Provide testimonials and recommendations
— Provide a scaleable trust architecture

* Educating people on the risks is vital. In-
context videos and quizzes.
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o QUESTIONS ?

More information:

http://tinyurl.com/2h7s5e

( http://www.enisa.europa.eu/doc/pdf/deliverables/enisa_pp_social _networks.pdf)
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