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Incident response versus Incident reporting  
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Incident response 

• Incident response teams 

– CISOs, IT dpts 

– Internal CERTs 

– National CERTs 

– Institutional CERTs 

– Vendor CERTs 

– Antivirus companies 

– Anyone who is around 

– Legal advisors   

 

• …like digital fire fighting 
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… beyond incident response?  



www.enisa.europa.eu 5 

Incident reporting 

• Incident reporting 

– after the fact 

– total impact  

– root causes  

– actions taken 

– lessons learnt 

• Share experiences with the rest of sector/other sectors 

• Share experiences with other government bodies/abroad  

• Exchange, discuss security measures and best practices 

• Inform policy makers, the public and industry so they 
can assess the risks (i.e. frequency, impact)  
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Article 13a of the Telecom reform 
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Information flows in Article 13a 
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Security processes in Article 13a 

 

 

 

 

 

 

 

 

 

 

 

 

• Supervised by a national regulator 
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Article 13a Expert group 

• Experts from NRAs from all EU countries 

 

• F2F meetings to discuss  

– Implementation of the EU directive 

– Supervision  

– Past incidents, stories 

 

• Guideline on incident reporting 

• Guideline on security measures 

• Mailinglist, portal, issue tracker 

• Contact list for cross border notification 

• State of play, issues per EU member state 
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Thresholds for annual reporting 

 1h-2h 2h-4h 4h-6h 6h-8h >8h 

  1% - 2%      

  2% - 5%      

  5% - 10%      

 10% - 15%      

> 15%       
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Reporting tool: EU/ENISA view 
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Reporting tool: Country page 
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Reporting tool: Incident form - impact 
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Reporting tool: Incident form - causes 
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Article 13a Security measures 
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One size does not fit all 
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Mapping to existing international standards 
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Annual reporting 2013 (2012 incidents) 

18 9 

1 

Number of countries reporting

significant incidents

Number of countries reporting

no significant incidents

Number of countries without

Article 13a implementation

In 2012:  

• …for the second time, national authorities reported about 
major outages in the e-comms sector 
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Examples of major outages reported 

• Configuration error (hours, millions, configuration error) 
– An employee of a fixed telephony provider made a configuration error. The error 

prevented fixed telephony users to make outgoing international phone calls to Western 
European countries for 4 hours. The incident was resolved after a reconfiguration and a 
reboot.  

• Vandalism by former employee affected DSL (days, thousands, 
malicious attack) 

– A former employee of a provider deliberately set fire to a switching system, which was 
used for providing fixed internet service to around 10.000 subscribers. The incident was 
resolved by replacing the switch. Around 36 hours later the fixed internet service was 
working again.  

• Faulty software update affected mobile telephony (hours, 
thousands, software failure) 

– A provider applied a regular software update at a Home Location Register (HLR) which 
turned out to be faulty. The failure at the HLR impacted mobile telephony and internet 
services. The incident affected about half of the provider’s customers and lasted around 8 
hours.  

• Submarine cable cut from anchorage (hours, thousands, third 
party) 

– A ship’s anchoring damaged one of four submarine cables connecting two islands. 
Contingency plans were triggered quickly, which meant that only a smaller number of 
users were affected.  
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Annual report about 2012 incidents 

• 40 pages with statistical data, diagrams and some* 
conclusions.  

• No mentioning of single countries,  

• No mentioning of single incidents or providers.  

• Hardly any conclusions: it is a starting point for 
discussions with regulators 
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Hardware, software failures most common 
cause 

Detailed causes (percentages per service) 
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Article 13a: Full cycle supervision 

• Update, issue recommendations on security measures 
together with Article 13a expert group and industry 
experts.  

 

• In 2013 we are addressing two topics: 

– National roaming 
• To mitigate mobile network outages 

• Pros and cons per roaming setup 

– Power supply dependencies 
• Analysis of power dependencies in the sector 

• Reduce network outages caused by power disruptions 

• Improve handling of power disruptions 

• In 2014 we plan to address 

– Dependencies on IT equipment/vendors 
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Other security articles in EU legislation  
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- Art 13a of the Framework directive. 

- Art 4 of the e-Privacy directive. 

- Art 30, 31, 32 of the proposed Data  
protection regulation. 

- Art 15 of the proposed regulation on e-
signatures and e-identities

Art 13a, Art 4
Art 15

Art 13a, Art 15



www.enisa.europa.eu 26 

EU Cyber security directive 
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Part is based on Article 13a   
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Article 14: Security and notifications 
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Information flows in Article 14 
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Operators and services in scope 
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Preambles: One reporting framework 

 

 

 

 

• ENISA should 

– Support Information exchange mechanisms 

– Bridge between DPAs and ‘regulators’ 

– Develop Single reporting template 

• Article 13a, Article 4, Article 30,31 of the proposed DB 
regulation, Article 15 of the  
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Article 8: Network of regulators 

 

 

 

 

 



www.enisa.europa.eu 33 

Regulators in the Cyber security directive 
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Our focus and goals  

• Technicalities of incident reporting and supervision of security 

– Tools, technical guidance for supervisory authorities 

– Pan-EU exchange of best practices between NRAs 

– Bridge with  private sector 

– Enable harmonization of national approaches  

• Examples of technical issues 

– What services should be addressed (first)?  

– Which incidents/breaches are in scope?  

– How to use incident reporting to prevent incidents in the future?  

– How to supervise that ‘appropriate’ security measures  are taken? 

– How to supervise across borders?  

– How to align national and provider risk assessments? 

• How to incentivize reporting? 
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Discussion topics 

• Sharing without scaring?  
– “Heavy fines and bureaucracy for every single breach!! That will teach them!!”  

– Increase transparency/knowledge about incidents/vulnerabilities.  

– How to incentivize reporting?  (anonimity/immunity for reporters, fines/sanctions 
for not reporting –not for incidents, Corporate culture , return value)  

– Sharing lessons learnt!  (look beyond competition?).  

• From telegraphs/telephony, to PCs/smartphones?  

– Services in scope? Blackberry, Social media, Cloud computing?  Skype? Whatsapp?  

• National IT security roles?  
– Regulator vs CERT vs DPA vs civil contingency agency? 

• National IT risk assessment?  
– Critical IT assets  

– only IT  in critical infrastructures, or also outside?   

– How to set up a process for periodic risk assessment (actors, method, etc) 
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Contact us, work with us 

 

 

 

Marnix Dekker marnix.dekker@enisa.europa.eu 

 

Article 13a: http://resilience.enisa.europa.eu/article-13  

 

ENISA website: http://www.enisa.europa.eu  

 

Follow ENISA’s twitter @enisa_eu feed: https://twitter.com/enisa_eu 
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