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Cybersecurity
Support Action

All you need to know

B CONTEXT

Currently, the ENISA Cybersecurity Sup-
port Action serves to enable the provi-
sion of cybersecurity services to help
Member States reinforce their prepared-
ness (ex-ante) and response (ex-post)

B A SUCCESS STORY

>90%

4 and 5 star rate
feedback on
overall service

26

Member States
used the services

>1000

capabilities. The Action is planned to run
until the end of 2026, with a significant
budget of over €28M earmarked under
the Digital Europe Programme.

ENISA Cybersecurity Support Action 2023 in numbers:
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Increase cybersecurity Support Member Strengthen Improve cyber  Provide assistance
| prevention and States'response common situational  preparedness  with the assessment
detection capacity capabilities to cyber awareness of Member States’

of Member States threats and incidents

cyber capabilities

i SERVICES OFFERED

Ex- ante services (preparedness) Ex-post services (response)
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Penetration testing (pentests) Support for Incident management,

incident response, incident coordination
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Risk monitoring
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Threat landscape
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Exercises
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Training

I WHO BENEFITS?

Essential and important entities in sectors covered by the NIS2 Directive:
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Energy Digital Transport Space Health Financial markets | Manufacture, production | Manufacturing | Research
infrastructure infrastructure and distribution of
chemicals
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Postal and Public Digital Drinking Banking Waste Waste ICT services Production,
courier services | administration | providers | water water management management | processing and
(B2B) distribution of food

| Any additional sectors listed by Member States in national transposition measures

i ADVANTAGES FOR THE EU

As cyber incidents continue to rise

~ and show no signs of slowing down,

- ENISA actively promotes.

Through the Cybersecurity Sup-

_ ~ port Action, ENISA contributes to
the beSt defence againsta potential reinforcing Cybersecurity prepar-
~ cyber crisis lies in preparednessand . aqness and response capabilities
~ collaboration —key principles that of the Union critical sectors.

The Cybersecurity Support Action

~ EUat no cost to them.

~ offers a unique opportunity to en-
hance cyber resilience of essential
and important entities across the
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021R0694&qid=1623079930214
https://eur-lex.europa.eu/eli/dir/2022/2555

