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RECORD NO: 26
WEB CONFERENCING

Record 26 of processing operation “Web conferencing”

Date of last update 27/2/24

Name and contact details of DPO dataprotection [at] enisa.europa.eu

CISCO - for the provision of the Webex teleconference platform. ENISA has
purchased the service under the European Commission's DG DIGIT SIDE I
Framework Contract. A specific Data Processing Agreement (DPA) has been
signed between ENISA and the processor CISCO.

Microsoft for the Provision of MS Teams service. ENISA has purchased the service
Name and contact details of processor under the DIGIT Framework Contract DI-7880. The data controller of the
processing operation is ENISA — Corporate Support Services/IT Sector.The data
processor is Microsoft Ireland operations Ltd that provides the Microsoft Teams
platform via an Interinstitutional Licensing Agreement (ILA) with the European
Commission (to which ENISA is also party). A specific Data Processing Agreement
has been signed between the European and Microsoft under the ILA that is also
applicable for the processing of personal data via the Teams platform.

ENISA staff, staff of federated partners with whom ENISA has an agreement,
external (to ENISA) collaborators, contractors, etc. communicating with ENISA staff
members, participants in ENISA's online conferences, events, webinars, meetings
(upon invitation)

Description of data subjects
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Time limits (for the erasure of data)

For Webex:

Meeting host information is maintained for 7 years by CISCO after termination of the

service for audit purposes. User generated data are deleted by CISCO after each
meeting. Analytics data are maintained by CISCO until the termination of the
contract. Any locally stored user data will be deleted by the meeting host/organiser
(ENISA) in accordance with its policy for events.

For MS Teams:

ENISA follows a data retention policy for the personal data collected (ENISA shall
use minimum necessary for the accomplishment of the purpose).

User data: User MS Teams channel data is stored for a period of maximum 2 months
and then they are deleted.

1. One-on-one chat retention period is 7 days
2. MS Teams private chat retention period is 60 days
3. MS Teams channel chat retention period is 60 days

4. Usermessages are retained for a period of maximum 90 days when the user is
deleted from MS Teams services.

5. Where Meeting Transcripts are used, they are later deleted manually by the
user after taking minutes from them (e.g., by the secretaries). They are kept for
maximum 2 months.

6. Meeting Recording retention period is 60 days.

Service-generated Data: up to 180 days from collection, subject to longer retention
periods where required for security of the services or to meet legal or regulatory
obligations. As per Microsoft data retention.

Any Personal Data (data not included in Customer Data): Up to 180 days. As per
Microsoft data retention.

Administrative/billing data: If ENISA terminates the contract with Microsoft for the
provision of the MS Teams service, then the relevant personal data are deleted
between 90 and 180 days of this service termination.

Transfers to third countries

For Webex:

In particular, Webex host meeting information and analytics data are processed by
Cisco (processor) in US and UK. For UK the processing is based on the
Commission's adequacy decision for UK. For processing in the US, ENISA and
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CISCO have signed the latest version of the EC Standard Contractual Clauses
(SCCs) - as part of the DPA signed between ENISA and CISCO.

Transfers of personal data for the provision of the Webex service may also take in
US and other third countries for the provision of technical support (follow-the-sun).
These transfers are also governed by the EC SCCs signed between ENISA and
CISCO (and form part of the DPA between the two parties).

Communication of Webex meetings is end-to-end encrypted. CISCO has approved
BCRs (NL DPA as lead authority).

For MS Teams:

Transfers or personal data outside the EU/EEAUser data are stored and further
processed within Microsoft data centers exclusively in EU under the Microsoft data
boundary program . There is an exception in the case of certain sub-processors
(see Annex 1 - Microsoft General - Online Services Sub-Processors List) where
personal data may be processed in US for the provision of the service.

Service generated data: generated by Microsoft and transferred to Microsoft data
centers in US. Based on the Microsoft EU Data Boundary, pseudonymized service
generated and diagnostic data will be stored & processed in the EU, in phase 2 -
end of year 2023.

Technical support data: generated by ENISA/IT and processed around the world
(24/7). Based on the Microsoft EU Data Boundary, Support data will be stored in
the boundary of EU with limited access to it from outside the boundary of the EU.
Data Boundary Roadmap. Privacy & Security Terms.[A3] [A4]

Any transfer of personal data outside the EU/EEA shall be performed in line with
the ILA (between the European Commission and Microsoft) and in compliance with
Chapter V EUDPR. Microsoft has been certified under the EU US Data Privacy
Framework.

Privacy statement

Available on intranet for all ENISA staff. Information on the use of CISCO Webex
and MS Teams is provided, whenever relevant, in privacy statements of ENISA
online conferences and events.
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