Securing Telecom Networks & Digital
Infrastructure in the era of 5G



Navigating the Cyber Risk landscape in Telecom

Application Transformation,
Data & BSS

@ Telco Operational Excellence
8 powered by automation

N .
> BSS Transformation
-0

Customer Engagement
% Platform

& Enable Digital Marketplace

Gen Al Product & Service

and Data Monetization

Offerings

Telco B2B Solutions and
Services

D

kn) . .
9+  Edge Computing - Video
U Analytics

B2B Cloud

Mobile Private
Networks

Gen Al Product & Service

®

Offerings

OSS-MANO and Next ~
Generation Networks

¥ar
ﬁﬁi 0SS MANO
5G Networks

Network on the
Cloud

D

&

Gen Al Product & Service
Offerings

J

Cybersecurity Risks

6:|:° Regulatory Pressure & Compliance Overload

disconnected security stack

% Supply Chainis the new attack surface

(digital sovereignty)

/I\ Complexity (5G, IoT, Omnichannel, etc.) &

cyber risks

ﬁ Ever changing Cyber threat Landscape
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|’=‘q Identity (machine, consumers) is the new perimeter

@ APl is the new Single Point Of Failure

) The constantly changing business model introduces new
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300%

increase in cyber
attacks against
satellite infrastructure
over last five years

Most targeted industry
by cybercriminals in the
Telecommunication &
Media Industry
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Al is for Precision & Adaptability — not the Panacea

Unknown Threat Actors
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8 4% of MITRE ATT&CK

techniques are not covered by
traditional rules & signatures
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Artificial Intelligence in Cybersecurity

Rapid synthesis of voluminous data
Automated threat detection and
response

Early detection and proactive defense

Coverage of unknown threats

ANOS



Advanced Detection and Response powered by Alsaac Platform
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Threat Hunting Using Al

Anomaly Based Hypothesis

Learn normal based

Login patterns, Learn Malicious
Data transfer, Email
patterns

transactions iy
Detect abnormal Detect similar
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Al Algorithms for Advanced threat Detection

Probabilistic (Naive Bayes,
HMM)

Instance based(KNN,
SVM, SQM)

Neural networks

Decision trees

Boyer Moore
KMP

Entropy function

K-means Hierarchical clustering

| o |

To determine if any security data or user activity is part of
normal or on outlier. Also, for creating peer groups of
machines and users. Example k means, hierarchical

clustering

To determine if security
eventis good or bad or
belongs to a group or not

Detect malicious
patterns and indicatorsin
large data set
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Association
rules

Classifi-
cation

Cyber Al based on
Models Algorithms

Pattern
matching

Deep

learning
Regression

To link alerts or events that
seem to have commonality such
as attacker or attack methods

Creating automated playbooks
based on past analyst actions
either for response or for hunting
attacks

To determine if some security events are part of a trend or
predict security behavior of machines and users
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Linear Logistic Multivariate
regression regression regression
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Apriori

Eclat

Deep Boltzman machine

CGenAl (Deep belief
networks, LLM, NLP)
Neuro Symbolic Al
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What the future holds?
Al-first Security
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Security for Al Al-powered Autonomous Quantum Computing  Green Innovation
(Now!) & self-healting Threats
Cybersecurity
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