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Al from telecom security
perspective

To unlock AI's full potential, the balance between risks and opportunities should be maintained.

Increased awareness and diverse skill sets are required.

Collaborative efforts across organizations in academia, industry, standards organizations, and regulators to
address Al's unique security challenges are required. ]

A holistic approach to Al security is required, taking into account the four processes: standardization,
development, network deployments and network operation.



Securing Al using a holistic approach

f N
Operations - Securing AI/ML

« Continuous security monitoring and standardized operational procedures

« Detecting and responding to data or concept drift, advanced Al-driven attack detection mechanisms : L
» End users' experience of network security is

determined by deployed networks.

* Security status of deployed networks
depends on four inter dependent levels.

Deployment - Securing AI/ML

* Secure-by-default. Strict control over model deployment and robust configurations of deployment pipelines

+ Secure in deployment. Inference environment is secured, with measures like encryption and request rate limiting « Holistic approach to security includes all
four levels.
[ . D | » Operators are in control of operations,
Development - Securing AI/ML deployment and integrator and vendor
* Secure-by-design approach, incorporating MLSecOps into SDLC selection.
* Supply chain security, secure coding practices, and security testing, including diverse attack
simulations » Vendors are in control of their product
development and sourcing decisions
o ) ) ) | (component suppliers).
Standardization - Efforts in securing AI/ML
« Implementation of technical standards, like 3GPP, O-RAN, ETSL, and ISO * Standards are set in a multi stakeholder
« Adoption of MITRE ATLAS, OWASP MLSec Top 10, NIST's AML fashion.
taxonomy and responsible Al practices




Responsible Al overview

Procurement and licensing

Usage approval

Local needs specific to locality,
organization and/or process

Usage of internally Usage of external FOSS Usage of sourced Usage of Al enabled
developed AI models and COTS models closed Al models sourced tools and services



Responsible Al benefits

Unlocking the innovation of the workforce ensuring responsible AI usage
bringing faster and better Al features to customers

A tailored yet consistent approach to varying types of Al usage, from internal
to external, from Ericsson developed Al to sourced

Designed to be future-proof, with agentic AI in mind

End-to-end bidirectional traceability of which AI models were used where, by
whom and how risk have been addressed
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