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• Planning for and responding to cyber incidents

• Working with critical national infrastructure to improve resilience 

of Services

• National Competent Authority for Network and Information 

Security Directive

T L P : G R E E N

About Us



N A T I O N A L  C Y B E R  S E C U R I T Y  C E N T R E

• Budget: 19.45B pa.

• ED attendances: 1.1 million

• 54 Acute Hospitals

• 130,000 Employees

• 70,000 IT devices

• 4,000 locations

• Day Cases Procedures: 920,000

• Inpatient Hospital discharges: 560,000
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I – Ransomware Deployment
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• At approx. 07:00 hrs on 14th May 2021, the NCSC was made aware of a significant 
incident affecting HSE systems. Initial reports indicated a human-operated ‘Conti’ 
ransomware attack that had severely disabled a number of systems 

• Containment: The majority of other HSE systems were isolated

• Hospitals and healthcare providers mostly reverted back to paper records. 

• Head of HSE  - “Posed a serious clinical risk” 

• A major incident response process was invoked
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• Obvious and immediate impact - Morning news carried story of hospitals turning 
away patients 

• NCSC provided initial messaging to the “centre” - NCSC is engaged with victim and 
coordinating IR

• Position on ransom payment taken immediately 

• Series of Political briefings throughout weekend and early into the next week
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Patient Impact

• Emergency Departments

• Radiology

• Pathology/Laboratories

• Cancellations in elective appointments

• Primary Care

• Screening Services

• Video Call appointments
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Clinical Principles

• Protect unscheduled and urgent care

• Reinstate services in a manner that does not threaten recovery or 
compromise the safe follow-up of patients seen during the cyberattack

• Support Health staff and acknowledge the risks to them of operating 
in an environment where we begin to recover the usual information 
systems support
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Threat Actors
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Release of the Key

21 May 2021: The threat actors released a link to a decryption tool on their Conti recovery website.
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Upon receipt of the de-cryptor from the TA, NCSC and partners 
had to establish if it was genuine and if it potentially contained 
any further malicious payload

The de-cryptor itself was not suitable but the decryption code 
was valid 

Progress steady but slow as the HSE continued to rebuild and 
restore services
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• The Investigation into the incident continued with artefacts and TTPs continuing to be 
discovered

• NSCE:IE informed National/International colleagues on the evolving incident

• TLP: AMBER advisories were issued with updated IOC list

• TLP: WHITE Advisories issued
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III - Aftermath
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€ 17m

€ 14m

€ 13m

€ 7m

Costs of the Cyber Attack 2021

Professional services HSE hospitals’ cyber costs ICT hardware Other costs
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Conclusion



N A T I O N A L  C Y B E R  S E C U R I T Y  C E N T R E

• Roles & Responsibilities

• Communication

• Test, Test, Test

• Workarounds 
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• Understand your environment 

• Control Assurance

• Security Culture 
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