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In many cases, it is sufficient 
to get evidence that a data 

subject meets specific criteria 
or has a specific property rather 

than sharing her 
identity properties 

and then calculating 
whether these properties 

are being met or not.

TOO MUCH DATA



EXAMPLE: ONLINE AGE CHECKING



Attribute-based
credentials

because
everything

is personal data



Figure ’s source: Jan Camenisch

ATTRIBUTES & CREDENTIALS



HOW ABCS ARE ISSUED?



EXAMPLE: CAR RENT Only few attributes are needed to verify client



HOW DOES IT WORK?



POSSIBLE USES

Cookie preferences encoded
on the ABCs – websites read settings

encoded on the smart card
and adjust cookies to them. 

Public services, 
e.g. services only for habitants
of specified area, province, etc.

Limiting online cybersecurity learnings
only for citizens of countries

that are not officially regarded
as a terrorist states.

Account creating in social media 
using ABCs as the only way

to sign in and authenticate your identity
at this level. 



THANK YOU! 
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