
INCIDENT 
REPORTING
Effective and timely reporting of significant incidents is a cornerstone of the NIS2 directive. It enables 
a deeper understanding of their impact, improves response capabilities and advances cyber resilience.

  WHAT IS AN INCIDENT?

Disclaimer: The above guidelines provide a general overview of the NIS2 incident reporting framework. Member states retain the authority to define 
specific details and measures, which may vary.

Having impact on:

• Stored, transmitted
or processed data.

• Services via network
and information
systems.

An event 
compromising:

• Availability

• Authenticity

• Integrity

• Confidentiality

  WHEN SHOULD I REPORT?

  A REPORTABLE INCIDENT HAPPENED – NOW WHAT?

Reporting Timeframe

1
An event that has caused/could
cause severe operational disruption
or financial loss.

2
An event that has caused or could
cause damage to natural or legal
persons.

Entity NCA or 
CSIRT

24h              72h      1 month

CSIRTs and NCAs 
shall provide a response

Summary 
report with 

annonymized 
aggregated data 

on significant 
incidents

Every 3 
months

Every 6 
months

Inform on 
observations
and findings

Early
Warning

Incident
Notification

Final
Report

SPOC

When becoming aware of a significant incident:

1
Where applicable, Member States shall 
ensure that entities communicate to 
the recipients of their services that are 
potentially affected by a significant 
cyber threat any measures or remedies 
that those recipients are able to take in 
response to that threat. 
Where appropriate, the entities shall also 
inform those recipients of the significant 
cyber threat itself.

2
When in the public 
interest, Member states 
may inform the public or 
ask the entity to do so.

3
If  the significant incident 
concerns two or more 
Member States, the CSIRT, 
the competent authority or 
the single point of contact 
shall inform, the other 
affected Member States 
and ENISA.


